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HepaBHO Hal 3aKa34yuk npuwien ¢ npobnemor norepm ynpassieHUA BUPTyasIM3MpoOBaHHOMN
MHPPACTPYKTYPOMN.
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Mpwn nonbITKe aBTOPU3aLUN B KOHCOJb VSphere
An error occurred during authentication

Please configure certool.cfg file with proper values before proceeding to next step.

Press Enter key to skip optional parameters or use Default value.

Enter proper value for 'Country' [Default value : US] : (Note: Value for Country should be
only 2 letters)

Enter proper value for 'Name' [Default value : CA]

Enter proper value for 'Organization' [Default value : VMwarel]

Enter proper value for 'OrgUnit' [Default value : VMware Engineering]

Enter proper value for 'State' [Default value : California]

Enter proper value for 'Locality' [Default value : Palo Alto]

Enter proper value for 'IPAddress' [optional]

Enter proper value for 'Email' [Default value : email@acme.com]

Enter proper value for 'Hostname' [Enter valid Fully Qualified Domain Name(FQDN), For Example
: example.domain.com]

Enter proper value for VMCA 'Name':
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Owwubky cnenyeT AMArHOCTUPOBATbL MPOCMOTPOM CePTUPUKATA - KOTOPbLIN UCTEK (BUAHO N3
bpaysepa).

Mpu nonbiTke BXxoaa B vCenter koHcob (Appliance Management) nna npocMoTpa COCTOSAHUS
cepBuCoB

Exception in invoking authentication handler

[SSL.CERTIFICATE VERIFY FAILED] certificate verify failed (_ssl.c:719)

I'Ipo6neMa B TOM, 4TO NMpn Nctekem CepTI/ICbI/IKaTe He NnonacTb B KOHCOJIb YMNpaB/ieHNA TaK KaK He

MOXKEeT ayTeHTUPULpoBaThb, rAe no npoLenype MoXXHO 3aMeHUTb cepTuukaT 13 web- KoHconn.
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Mpu4nHy NoATBEPANM MPOCMOTPOM Tpenca owmnbKu:

javax.net.ssl.SSLHandshakeException:
com.vmware.vim.vmomi.client.exception.VlsiCertificateException:

Server certificate chain is not trusted and thumbprint verification is not configured

Owwnbku Npn ncTekwem ceptTudukate byayT Buaa

YTo TaKana-To cnyXxba He MOXXeT CoOeAnHNTLCA (TaK Kak He yCTaHaBJIMBaeTCs 3allULLeHHoe
coepuHeHue c vCenter Appliance 13-3a HeBaIMAHOIrO cepTuUdUKaTa)

Authentication failed, Update Manager server could not be contacted.

An unexpected error has occurred.

B TOoM 4yucne He 6bypeTt paboTatb n cny>xb6a AyteHtucpukauum vSphere, a 310, camu
NOHUMaeTe, «MPUBET» YrNpaBieHNIO NHPPACTPYKTYpon 1 paboTte cnyxb vSphere.



YTOo nenatb?

Hy>XHO 3aMeHUTb uctekwmnm ceptudukaT B vCenter Appliance. Ho eCTb HblO@HCHI.

Mpn oTcyTCTBMK OoCTyna B web-koHcoib vCenter Appliance Management

Exception in invoking authentication handler

[SSL.CERTIFICATE VERIFY FAILED] certificate verify failed ( ssl.c:719)

OcTaeTcst 4OCTYMN Yepe3 KOMMaHAHYO CTPOKY B BUPTYasibHYIO MalUUHY.

B cuTyauum c UCTekWw M cepTUdUKaToM paboTocrnocobHOCTb 3anyLeHHbIX BUPTYasibHbIX MaLUWH
He 3aTPOHYTa, U MOXXHO 3alTN Ha y3/bl runepemsopa ESXi n BpeMeHHOo noynpaBnsiTe BPYYHYO
3aMyCKOM W BbIKJIIOYEHNEM BUPTYasIbHbIX MALLUMH.

CobCcTBEHHO 3TOT NyTh (Yepe3 nogknovyeHusa K ESXi) c BbI30BOM KOHCOM MallunHbl ¢ vCenter
Appliance n notpebyeTca npoaenaTb OS9 3aMeHbl UCTEKLUEro cepTudurkaTa, ecsim Ha MallnHe
BblkJIto4eH SSH B Lensax 6e3onacHoOCTMW.

HO roe neXxut cepTtuunkaT
N KaK ero npaBuJibHO
3aMEeHUTbL?

Oka3biBaeTcs, 4TO Os19 reHepaunn ceptudurkaTta vCenter Server Appliance nmeet yTuanty
Certificate Manager.

Ons Havana nogkn4uTech K vCenter yepes ssh uam 4yepes KOHCOJ1b BUPTYasibHOW MalUMHBbI C
vCenter 4yepes runepsusop ESXi roe oHa hyHKLNOHUPYET.

Ecnn y Bac MHOro XoCToB B MH(PACTPYKTYpPE, BO3MOXKHO NPUAETCSA NOUCKATb NOC/ea0BaTe/IbHO
MOAK/0YaACh Ha KaXkAbl MOKa He OTbIWNUTE CBOW 3anyLeHHbIn vCenter.



. 3anyctuTte /usr/lib/vmware-
vmca/bin/certificate-manager

. Ecnhmn Bam npmnemnem Self-Signed
Certificate n Hy>XHO b6bICTPO
BOCCTAHOBUTb AOCTYIM

1.

v

Boibnpnte nyHKT 4 Regenerate a new VMCA Root Certificate and replace
all certificates v BBegnTe naponb ona administrator@vsphere.local

Janee nocnepoBaTesibHO 3aMoJIHATE MNOJIA C y4eToM Toro, 4y1o Name,
Hostname n VMCA posnXxHbl cooTBeTCcTBOBaTh Primary Network
Identifier PNID .

3HayeHue PNID MO)XHO nocMOTpeTb BbIMOAHUB /usr/lib/vmware-
vmafd/bin/vmafd-cli get-pnid --server-name localhost

Haxxmute Y (Yes) 418 npoaosiKeHuns.
B cnyyae HeakTyanbHOro ceptudukaTa B Beb-koHconm vCenter
nepesarpysute vCenter.

.. ECnn Bbl XOoTuUTE BanngHbIN

cepTudurkKaT NosydYeHHbIN 4Yepes
LLEHTP cepTUurnKaumnm

1.

2.

B meHio BbibepuTe nyHKT 1. Replace Machine SSL certificate with Custom
Certificate v BBeguTe naposab gng administrator@vsphere.local

YKaxxute gupektopuio, rae 6yayT nomelleHbl 3anpochl Ha BbIMYCK,

Hanpumep /tmp/ssl/

. [lanee nocnepoBaTesibHO 3aMnoJIHATE MnoJsia C y4eToM Toro, 4To Name,

Hostname u VMCA pos>KHbl cooTBeTcTBOBaTh Primary Network
Identifier PNID .

3Ha4veHune PNID MOXXHO MOCMOTpeEThb BbIMOSHMB /ust/lib/vmware-
vmafd/bin/vmafd-cli get-pnid --server-name localhost



5. Country : Two uppercase letters only (Eg. US), the country where your
company is located.
Name : FQDN of the vCenter Server(This will be your Certificate
Subject Alternate Name)

Organization : Company Name

OrgUnit : The name of your department within the organization.
Example: "IT"

State : The state/province where your company is located

Locality : The city where your company is located.

IPAddress : IP Address of vCenter Server, this field is Optional

Email : Email Address

Hostname : FQDN of vCenter Server(This field accepts multiple entries

separated by comma.

6. ®ann /tmp/ssl/vmca_issued_csr.csr nepefaem B LEeHTP cepTudmKaunum ons
BblNyCcKa SSL cepTudmnkaTa.

7. MNMomMelaeM BbINMYLEHHbIN CEPTURMKAT Ha CUCTEMY, Hanpumep, B /tmp/ssl/ B
OTAeJIbHOMN ceccumn

8. MNponoonmxkaem nmnopTt

Provide a valid custom certificate for Machine SSL.

File : /tmp/ssl/machine name ssl.cer

Provide a valid custom key for Machine SSL.

File : /tmp/ssl/machine name_ssl.key

Provide the signing certificate of the Machine SSL certificate.

File : /tmp/ssl/Root64.cer

9. Haxxmunte Y (Yes) ona npoJoiKeHus.
10. B cnyyae HeakTyanbHOro ceptugukaTta B Beb-koHconm vCenter
nepesarpysute vCenter.
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