oT Windows K Linux

e CKpuNThI

o YcTtaHoBka WireGuard

o TecT

e Docker KoHTelnHepsl

o YnNpaBieHne KoOHTenHepamu

e Hybckne gena

o CMeHa nmeHun xocta u IP

[Monb3oBaTenmn

o

o

JobasneHune ssh knwya - id rsa.pub

KomaHpga sudo 6e3 napons B LINUX

o

o

Kak cbpocuTb root-naponb B CentOS 6 n CentOS 7

o

Linux iptables delete prerouting rule command

o

KaK MpocMoTpeTb UCTOPUIO KOMaHA APYroro nojsb3oBaTtens B Linux?

o

Open VPN

3anycK C HECKOJIbKUMU KOHGUT dhaniaMn...

o

o

Cekpetbl Notepad++

e Zimbra

o YcTKa NoYyThl

o DKCNOPT M MMMOPT MOYThI

e ESXi

o How to Identify disks and Datastore in VMware ESXi 5/ 6

o vSphere 3amMeHa ncTeKLlero cepTudurkaTa




e Windows

o Connect Office 365 Exchange Online Services to PowerShell

o ABTOMaTM4eckKas pennkaumnsa obnacrtenm otkasoycton4ymsoro DHCP cepBepa

Windows Server

o)

MosHbIN cNNCOK NnepemMeHHbIX cpen B Windows 10

o)

YnpaBaeHune ponsmu n pyHkumnamm Windows Server ¢ nomoulbio PowerShell

o)

CepTtudumkar ans Linux B LeHTpe cepTudmnkaumm Active Directory

o)

Pennunkauunsa Active Directory

o

Moanwuck cdannoB signtool.exe

e CeTun

o KTo caywaeT nopT B Linux

e PaboTa c ouckamu

o PaboTa c guckamm parted

o PaboTa c guckamu lvm

o I3aMeHeHuns pa3Mepa pa3gena

o How to expand /dev/mapper/cl-root (/dev/mapper/centos-root)

e PostgreSQL

o How to create read only user in PostgreSQL

e NGINX

o Nginx - obpaTHbIn Npokck gns Docker KoHTelnHepoB

e tmp



CKpUNTHI



CkpunTsl

YcTtaHoBkKa WireGuard

Nonnep)xnsaemble oUCTPUOYTUBSLI:

e Ubuntu >= 16.04
Debian 10
Fedora

CentOS

Arch Linux

CKaynMBaHMe 1 3anyck ckpunTa

curl -0 https://raw.githubusercontent.com/angristan/wireguard-install/master/wireguard-
install.sh
chmod +x wireguard-install.sh

./wireguard-install.sh
1. CkaymeaeM cKpunT
2. Pa3pelwaem ero ncnosiHeHmne

3. 3anyckaem

MNpn NOBTOPHOM 3amnycKe CKpUnTa MOXXHO yAanuTb nan fobaBnTb KANEHTA.



CkpunTsl

TecT



Docker KoHTenHepsl



Docker KoHTenHepbl

YnpaBieHne KoOHTenHepamu

docker container ls -a - 0oTOBpa>kaeT BCe KOHTEMHEepPbl N UX CTaTyC.

docker image 1s -a - oToBparkaeT BCce obpa3bl, pa3mep 1 Tar



Hybckue nena



Hybckne nena

CMeHa nMmeHun xocta n IP

hostname - BbIBOA MMeHM XOCTa

sudo hostname servername - MU3MEHSAET MMSA XOCTa Ha servername. TaK >Xe peKoMeHAyeTCH
rnoagkKoppekTmnposaTb hans hosts n coenaTb nepesanyck

ifconfig - oTobpakaeT IP agpeca
ip addr or ip a - CMMUCOK MHTepP(ENCOB, aApPecoB N cTaTycCa

ls /etc/netplan/ - He06X0AMMO OTpenaKTMPOBaTh hann 3aKaHYMBaAKOLWMACA Ha .yam| no agpecy
/etc/netplan. Ecnn paina HeT BBOAMM sudo netplan generate . Ha3BaHwue ¢paninia KoOHpUrypaumm s
netplan moxeT oTnndatbcs, “00-installer-config.yaml”, y Bac ckopei Bcero 6ygeTt nHoe Ha3BaHume.

sudo nano /etc/netplan/00-installer-config.yaml - OTKpbIBaeT pawnn 00-installer-config.yaml B
penakTope nano

network:

version: 2

ethernets:

enp0s3:
dhcp4: no
dhcp6: no

addresses: [10.0.2.15/24]
gateway4: 10.0.2.1
nameservers:

addresses: [8.8.8.8, 8.8.4.4]

He ncnonb3ynte Tabynauuio - Knasuwy Tab , MHTepnpeTaTop dania pearnpyeT Ha
OTCTYnMbI!



Hybckne nena

[Tonb30oBaTEeNn

BBeoeHue

KoMaHa sudo CNY>XUT MexXaHW3MOM A1 NpefoCcTaBsieHns rnpaB agMUHUCTpaTopa, KoTopble
06bI4YHO OOCTYMHbLI TONILKO NoJsb30BaTeNo root user, aAns obbIYHbIX NONb30BaTenen. N3 atoro
PYKOBOLCTBA Bbl y3HaeTe, Kak co34aTb HOBOIO MOsb30BaTeNs C npuBuiernamm sudo B Ubuntu
18.04 6e3 nsmeHeHuns annia /etc/sudoers Ha Bawwem cepBepe. ECam Bbl XOTUTE HAaCTPOUTbL sudo
015 CYWeCTBYIOLWEro rnoJjib3oBaTens, nepengnte K wary 3.

Lllar 1 — BeiImnonHeHne BxXoOa Ha
Balll cepBep

BbimonHUTe BXo4 Yyepes nogkadeHne SSH Ha Baw cepBep Kak root user:

ssh root@your server ip address

Lllar 2 — JobaBneHune HOBOIO
NoJib30BaTENHA B CUCTEMY

|/|Cl'|0)'|b3y|7|T€ KOMaHAOy adduser Ans nobaBneHnsa HOBOro NOJIb30BaTESS B BalLEN CUCTEME:

adduser sammy

Ob6s3aTeNlbHO 3aMeHUTE sammy Ha UMA MOJIb30BaTEJIA, KOTOPOE Bbl XOTUTE UCMOJIb30BaTh. Bam
6y,u.eT npenyioXXeHo Co3aaThb N MPOBEPUTL MapOJib NMNOJIb30BaTENA:

Output
Enter new UNIX password:

Retype new UNIX password:



passwd: password updated successfully

Nanee Bam byaeT npeasioxXeHo BBECTM onpeeneHHyo NHHOPMaLIUIO 0 BalleM HOBOM

nonb3oBaTene.

utput
Changing the user information for sammy
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other [1]:

Is the information correct? [Y/n]

Llar 3 — lob6aBneHue
nosib3oBaTensd B rpynny sudo

BOCﬂOﬂbByVITer KOMaHAOoW usermod A58 nobaBneHus nosib3oBaTens B rpynny sudo:

usermod -aG sudo sammy

He 3abyabTe 3aMeHUTbL sammy Ha UMS MOJIb30BaTEsNSA, KOTOPOE Bbl TOJIbKO 4TO Aobasunu. Mo
yMmon4aHuto B Ubuntu Bce y4acTHUKM rpynnbl sudo vMelT nosHbin Habop npueBmunernin sudo .

OTobpaXkeHue rpynn rnosib3oBaTens

id -Gn uMa_nonb3oBaTens

LLlar 4 — TecTupoBaHue gocTtyna K sudo

YT06bI NPOBEPUTHL, YTO HOBbIE pa3pelleHmnss sudo AOCTYMHbI, CHa4yasa Hy>XHO BOCMO/1b30BaTbCS
KOMaHZOW su OS5 NepektoyeHnss Ha HOBYIO YYEeTHYIO 3anuncb NoJib30BaTeNs:

Su - Sammy

Vicrnonb3ysd HOBOrro noJsib3oBaTtens, y6e)1|/|Ter, 4YTO Bbl MOXXETE NCMOJIb30BaTb sudo, 406aBMB sudo
nepen KOMaHOown, KOTOPYHK Bbl XOTUTE 3alyCTUTb C NpuUBUJIErnaMm Cyneprnosib30BaTesid:



sudo command to run

Hanpumep, Bbl MOXKeTe BbIBECTU CMUCOK COAEPXKUMOIro ANPEKTOPUN /root , KOTOPOE 06bIYHO
J[OCTYMNHO TOMIbKO AJ1s1 NOJsIb30BaTeNs root user:

sudo 1s -la /root

|_|pl/| NnepBOM NCMOJIb30BaHUN sudo B Ce€aHCe BaM 6yp,eT npennoXxeHo BBeCTU NMapoJib yquH0|7|
3anncun JaHHOro noJsib3oBaTensd. Beeante naposb, 4TOObI NPOAOJIXNTb:

Output:

[sudo] password for sammy:

NMpuMeuyaHue: 3TO He 3arnpoc naponsd root! BBeante naposib Nnosib3oBaTesis C
npueunernamm sudo, a He NapoJsib root.

Ecnv Bal nonb3oBaTeslb HAXOAUTCA B COOTBETCTBYIOLLEN rpynne v Bbl BBENN MPaBUIbHbIN
napoJib, KOMaHAa C sudo OyneT 3anyuieHa c NnpaBamu root.



Hybckne nena

lobaBneHue ssh kKa4a -
id_rsa.pub

KonunpoBaHue nyb6/an4YHOro Kat4a BPpyYHYto

Heobxoaumo ybeanTbCs, 4TO AMPEKTOPUSA ~/.ssh cywiecTByeT (B Nanke rnosib3oBaTens)

mkdir -p ~/.ssh - EChm ee HeT TO fAaHHas KOMaHAa co34acT. [lanee MOXKHO Co34aTb UK
oTpefakTupoBaTb hann authorized keys, 3TO MOXKHO cAefnlaTb KOMaHAOW echo
cTpoka_ny6nuyHoro_kmwva >> ~/.ssh/authorized keys CTpoOKa L0JI)KHa Ha4dMHaTbCA C ssh-rsa AAAA...

Hanee ybennmcs, 4To ampektopus ~/.ssh n cbann authorized keys nmetoT noaxoaswime npasa
OocTyna: chmod -R go= ~/.ssh

chmod 700 ~/.ssh - OrpaHM4YbTe NMpaBa JOCTYyMa K 3TOMy KaTaJsiory Tosibko cebe!
DTa KoOMaHpa yhanseT npaBa goctyna ang “group” u “other” gna gpupektopun ~/.ssh/.
Ecnn Bbl ucnosib3yeTe akKayHT root A5 HAaCTPOMNKN KIOYEen 019 akKayHTa NMoJsib30BaTe s, BaXKHO,
4TObObI AMpeKTopusa ~/.ssh NpuHagne)kaja 3ToMy CaMOMy MOJiIb30BaTesIt0, @ He MoNb30BaTeso root
chown -R yuzer:yuzer ~/.ssh

B Hawem pykKoBOOCTBE Mbl UCMOJIb3YEM MOJIb30BaTesNId C UMEHEM yuzer , BaM Xe crenyer
MCrnosib30BaTb NMA CBOEro rNnoJib3oBaTenNAa B KOMaH4e BblLUE.

AyTeHTudnkKauma Ha cepsepe Ubuntu ¢ ncnosnbsosaHnem
knto4venm SSH

ssh username@remote host - BXOJ Ha cepBep Mo ssh

Ecnv Bbl 3axoanTe Ha yaan€HHbIN XOCT No SSH B nNepBbIA pa3, Bbl MOXXETE YBUOETb BbIBOA
cnepytoulero snaa:

The authenticity of host '203.0.113.1 (203.0.113.1)' can't be established.
ECDSA key fingerprint is fd:fd:d4:f9:77:fe:73:84:el1:55:00:ad:d6:6d:22:fe.


mailto:username@remote_host

Are you sure you want to continue connecting (yes/no)? yes

ITO0 03HaA4YaeT, YTO Ball JIOKAJIbHbIN KOMMbIOTEP HE Y3HaN yAaNEéHHbIN XOCT. HanevyaTanTe “yes” u
Ha>KMUTe ENTER ANA NPOAOSHKEHUS.

OTKJIto4YEeHMe ayTeEHTUMMKALKX NO NapoJIio Ha BalleM
cepBepe

BXO[ Ha cepBep C UCMOJIb30BaHMEM Maposis BCE eCTb aKTUBEH, YTO 03HAYaeT, YTO cepBep yA3BUM
nonsa atak c nepebopom napons (brute-force attacks). Bxon ssh no naposito MOXXHO OTKJTIOUYUTb
oTpenakTupoBas hann sshd_config

sudo nano /etc/ssh/sshd config
BHyTpu harina Hanante anpekTury PasswordAuthentication. OHa MoXeT BbITb

3aKOMMeHTUpoBaHa. PacCKoMMeHTUpymnTe eé npm HeobxognuMoCcTn U yCTaHOBUTE eé 3HaveHue B “no
", DTO OTKJIIOYUT BO3MOXKHOCTb BXOZa Ha CcepBep Mo napoJsio.

PasswordAuthentication no

Ina npuMeHeHUs BHECEHHbIX N3MEHEeHUI HaM HeobxoaMMo nepes3anyCcTUTb cepBuc sshd - sudo
systemctl restart ssh

B KayecTBe Mepbl NPeaoCTOPOXKHOCTN OTKPOEM HOBOE OKHO TepMUHaa 1 NMPOBEPUM, YTO
coelinHeHMe no ssh paboTaeT KOPPEKTHO, Nepell TEM, KaK 3aKpbiBaTb TEKYLLYO CECCUIO.

CKOMUPOBaTb KJIIOY TaK »Xe MOXHO C NMoMOLLLIO scp (C
OLHOro XoCTa Ha Apyron)

scp -p /home/yuzer/.ssh/authorized keys yuzer@l0.0.10.48:/home/yuzer/.ssh/

scp [OPTION] [user@]SRC HOST:]filel [user@]DEST HOST:]file2  #[lpumep cuHTaKca

SCP - nepe3anuLieT y>xe cyuiecsyowmm dani!


mailto:yuzer@10.0.10.48:/home/yuzer/.ssh/

Hybckne nena

KomaHaa sudo 6e3 napond B
LINUX

YT106bI OTKNIOYNTL MapoJsib sudo, Hago A06aBUTb K CTPOYKE HAaCTPOMKM MOJSIb30BaTeNs NN FPyNnbl
anpekTny NOPASSWD. CnHTakCuUC Takon:

uMsa_nonb3oBatensa ALL=(ALL) NOPASSWD: ALL

Ons Toro 4Tobbl OTKAOYMTL Naposb sudo AN onpeneseHHoro Nosib30BaTeNs HYy>KHO OTKPbITb
ann KoHpUrypaumm sudo n OTKIOYNTb 3aNpoc Napoasa caenytowen CTPOYKon, HanpuMmep s
nosib3oBaTens losst:

sudo visudo

losst ALL=(ALL) NOPASSWD: ALL

CoxpaHuTe U3MEHEHUS N 3aKponTe halifl, Ha BCAKMIA CayYalh HaNOMHIO YTO B Vi A5 nepexona B
PEeX1M BCTaBKM UCMOJb3YeTCA KNaBuLla i, A9 COXPaHEHUA KOMaHAa :W WU KOMaHa :q 4/
Bbixona. Tenepb sudo He ByaeT 3anpalmnBaTb Naposb Yy BbiIGPaHHOr0 NoJsib30BaTeNS NPY
BbINOJIHEHMU NOOLIX KOMaHL,.

Ona Toro 4To6bl paspeLwwmnTb NosIb30BaTEN0 BbIMOJHATL TO/IbKO HEKOTOPbIE KOMaHAbl 6e3 napons
(Hanmpumep apt n reboot) nobaBbTe CAenyOLLYIO CTPOYKY:

losst ALL=(ALL) NOPASSWD: /usr/bin/apt, /sbin/reboot
YT106bl OTKAOYMTL MapPOJib AJIA FPYMMbl MOJb30BaTEsNeN UCMNOb3YNTE CAeayloLWnin Koa:

%suMs_rpynnel ALL=(ALL) NOPASSWD: ALL

Tenepb y nonb3oBaTesien rpynnbl UMA_rpynnbl yTuamMTa sudo He byaeT cnpalwvBaTh Naposib, a 'y
BCEX OCTaJbHbIX Oy aeT.



Hybckne nena

Kak cOpocuTb root-naposib B
CentOS 6 n CentQOS 7

O6bwwnm anropnT™ cbpoca napons

e OTKponTe VNC-KOHCO/b CepBepa

e [lepe3arpy3nTte cepBep 1 U3MEHNTE NapaMeTpbl 3arpy3kKn sapa oas 3arpyskun B
OOHOMOIb30BATENbCKUN PEXUM

e YCTaHOBMTE HOBbI NapoJib root 6e3 HeobxoaAMMOCTM BBOAA CTApPOro

1. Joctyn K VNC-KOHCOUN

OTOT War ognHakoB AN BCeX pa3HoBmaHocTen Linux. Ans obnavyHoro cepsepa Hangmte CBOMn
cepBep B pa3sgesne "ObnayHble cepepbl > Co3gaHue 1 ynpasaeHmne" B naHenm ynpasneHud. Ons
BblAENIEHHOIr0 cepBepa 3ananTe B "BbioeneHHbIe cepBepbl > YnpaBieHune", COOTBETCTBEHHO.
OTkpounTe VNC-KOHCOJIb C MOMOLLbIO OOHOMMEHHON KHOMKMN:

54f9b2bc86ec3da8afe661c8758eabe7.png

Bung VNC-KOHCO/IM MOXXET HEMHOI0O OTJZINYaTbCA B 3aBUCUMOCTM OT Tuna cepsepa n OC.

2. Mepe3arpyska cepBepa 1 pefakTUpoBaHMe NapaMeTpoB
3arpy3Kku saapa

YT06bI 3arpy3nTb CEPBEP B OAHOMNOJIb30BATENLCKUI PEXUM, BaM NoTpebyeTcs oTpenakTupoBaTb
napaMeTpbl 3arpy3ku sapa C NOMOLLbI MeHto 3arpy3dnka GRUB. MoBeneHne MeHo 1 MapaMeTpbl
3arpysku 3aBucsT ot Bepcum OC n oT Toro, siBnsieTca cepsep 061a4HbIM NN BblAENEHHbIM.

2.1. CentOS 6, BbloeNeHHbIN cepBep

Mepe3arpy3unTe cepsep, HaxxaB CTRL + ALT + DEL B okHe VNC-KoHCONN.

Mocne meHto BIOS, nepep 3anyckom OC, nosengeTcsa Tanmep. Haxxmnte ESC, 4To6bl OCTAaHOBUTDL
Tanmep N BOUTU B MeHIo 3arpy3ku GRUB.



11fleadbdcc46f43538823ba8bd0f057.png

Ncnonb3ynTte knasuwuv 4 n T Ons nepemMewieHns rno MeHwo. Boibepnte 3arpy304Hy0 CTPOKY U
HaxMuTe "e", 4yTobbl OTpedaKTUpPoOBaThL ee.

338100ab3da5ba5896da71d098791aba.png

BbibepuTe cTpoKy, Ha4duHatowytocs ¢ "kernel /vmlinuz- ". Haxxmute "e", 4T00Obl OTpeOakTUpoBaTh
ee.

7619c18d4f450fda7f196dec9be2cc0d.png
HNobaBbTe napameTp "single" nocne npobena B KOHLIE CTPOKMU.
5c4ec12d20c649ec100e94a0d115077d.png

Ha>xmnTe ENTER, 4T06bl COXpaHUTb naMeHeHUs. iameHeHnsa 6yayT coOXpaHeHbl A0 C/eAYHOLEN
rnepesarpysku.

Haxxmute "b", 4T0ObI 3aNyCTUTb CUCTEMY B O4HOMOJIb30BATENILCKOM pexxunme. MNMepengnte K

pasgeny "YcTaHOBKa HOBOro napoas root" B aTom cTaTbe.

2.2. CentOS 6, ob6nayHbIN cepBep

Mepe3arpy3unTte cepsep, HaxxaB KHomnky "Send CtrlAltDel" B okHe VNC-KOHC0/M. 3arpy304HoOe MeHIo
C TanMepoM NoABUTCA Cpa3y nocse MmeHto BIOS.

Ha>xmunTe TAB, 4T06bl OCTAaHOBUTbL TalMep 1 OTPeAaKTUPOBaTb NapaMeTpbl 3arpy3kun. MiameHeHuns
OyoyT CoxXxpaHeHbl 00 cnefyloLlen nepesarpysku.

ddeec4ea727061773b8cfc845b2a82a6.png

YpoanuTte napaMeTpbl, BblAESIEHHbIE KPACHbIM LIBETOM Ha puUcyHKe Huxke. lobasbTe "1" (6e3
KaBbl4eK 1 Yyepes npoben) B KOHLLE CTPOKMU.

4540dd57c0762eae45aabed440e4d68b.png
CTpoka napameTpoB A0J/IKHa BbIra4eTb ceayowmnm obpasom:
6e45f8d0dfbaccdebfc33d2177ddalbe.png

Ha>xmuTe ENTER, 4T06bl 4TO6bI 3anyCTUTbL CUCTEMY B OL4HOMOJ/Ib30BATE/IbCKOM peXxume.

MepenonTte K pasgeny "YcTaHoBKa HOBOro naposis root" B 3Ton cTaThbe.

2.3. CentQOS 7, BbloeneHHbIN cepBep


https://www.servers.ru/knowledge/linux-administration/how-to-reset-root-password-on-centos-6-and-centos-7#setting_new_password
https://www.servers.ru/knowledge/linux-administration/how-to-reset-root-password-on-centos-6-and-centos-7#setting_new_password

Mepe3arpy3unTte cepsep, HaxxaB CTRL + ALT + DEL B VNC-koHconu. NMocne meHto BIOS, nepen
3anyckom OC, nogasnseTcsa MmeHto GRUB.

6b11b0562eaell7a965828044bb4c801.png

Ncnonb3ynTte knasuwn L 1 T gna HaBurauum no MeHto, Boibepnte CBOKO 3arpy304HYHO CTPOKY U1
Ha>xMuTe "e", 4yTobbl OTpedaKTNPoBaThL ee.

Hangoute cTpoky, KoTopasa HadymHaeTcs ¢ "linux" B 64-pa3psanHon sepcuu IBM Power Series nnu
"linux16" B cnctemax Ha 6a3e BIOS x86-64 nnn "linuxefi" B cuctemax UEFI. N3meHuTe napameTp
"ro" Ha "rw", ynanuTte napameTpsbl "rhgb" u "quiet"; nobasbTe "rd.break enforcing=0" B KoHLIe
CTPOKMU.

22b4ac28da366b0790a1473056¢c63b16.png
Oaac8bbae746dd3c252fdaaed857c267.png

Ha>xmmnTte CTRL + X, 4T0o6bl 3aNyCTUTb CUCTEMY B OLHOMOJ/Ib30BAaTEIbCKOM pexxume. MNMepenanTte K

pa3geny "YcTaHoBKa HOBOIro naposisi root" B 3Ton cTaTbe.

2.3. CentOS 7, obna4vHbIn cepBep

Mepe3arpysuTe cepBep, Ha)xaB KHoMKy "Send CtrlAltDel" B okHe VNC-koHconu. Mocne meHto BIOS,
rnepep 3anyckom OC, NosBAsSeTCs 3arpy304HOE MEHI0.

Ncnonb3lynTte knasuwn L 1 T gna HaBurauum no MeHto, BoibepnTe 3arpy304Hyto CTPOKY ”
Ha>xMuTe "e", 4Tobbl OTpedaKTNPoBaThL ee.

02364966866b1e20225ad9allb7cbf95.png

Hangute cTpoKy, KoTopas HadynmHaeTcsa ¢ "linux" B 64-pa3psagHon sepcuum IBM Power Series nnu
"linux16" B cuctemax Ha 6ase BIOS x86-64 nnun "linuxefi" B cuctemax UEFI. lameHnTe napameTp
"ro" Ha "rw", yoanuTte napaMeTpbl, OTMEYEHHbIE KPAaCHbIM Ha N300parkeHnn HUXe:

a7ec5fc253e55595a8b9e86bb4ef2b24.png

HobasbTe "rd.break enforcing=0" B KoHUe cTpokn. CTpoKa NapamMeTpoB AO0J/IKHA BbIrS4eTb
cnepyowmm obpasom:

77024959610bb9c8aa853cdb90b8b332.png

HaxmuTte CTRL + X, 4ToObl 3anyCTUTb CUCTEMY B OLHOMOJIb30BaTEIbCKOM pexume. MNMepenguTte K

pasneny "YcTaHOBKa HOBOro napos root" B 3Ton cTaTbe.

3. YcTaHOBKa HOBOro napons root


https://www.servers.ru/knowledge/linux-administration/how-to-reset-root-password-on-centos-6-and-centos-7#setting_new_password
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B ooHOMONb30BaTE/ILCKOM pexnme Bbl paboTaeTe ¢ NpaBamMu Nosb3oBaTeNs root. BeinonHnTe
cnepylouime KoOMaHAabl A1 U3MEeHeHWs Naponsa root n nepesarpysku:

3.1 CentOS 6

passwd root

reboot

3.2 CentOS 7

chroot /sysroot
passwd root

touch /.autorelabel
exit

reboot



Hybckne nena

Linux Iptables delete
prerouting rule command

Step 1 - List the pretrouting rules

The syntax is as follows:

sudo iptables -t nat -v -L PREROUTING -n --line-number
OR

sudo iptables -t nat -v -L -n --line-number

Iptables list the pretrouting rules on Linux

Where,

e -t nat : Select nat table.

-v : Verbose output.

-L : List all rules in the selected chain. In other words, show all rules in nat table.

-L PREROUTI NG - Display rules in PREROUTING chain only.

e -n : Numeric output. IP addresses and port numbers will be printed in numeric format.

e --line-nunber : When listing rules, add line numbers to the beginning of each rule,
corresponding to that rule€s position in the chain. You need to use line numbers to delete
nat rules.

Step 2 - Iptables delete prerouting
nat rule

The syntax is:
sudo iptables -t nat -D PREROUTING {rule-number-here}
To delete rule # 1 i.e. the following rule:

1 15547 809K DNAT tcp -- etho % 0.0.0.0/0 0.0.0.0/0
tcp dpt:80 to:10.147.164.8:80



Type the following command:

sudo iptables -t nat -D PREROUTING 1

OR

sudo iptables -t nat --delete PREROUTING 1

Verify that rule has been deleted from the PREROUTING chain , enter:
sudo iptables -t nat -v -L PREROUTING -n --line-number

Linux iptables remove prerouting
command

Here is another DMZ rule:
sudo iptables -t nat -A PREROUTING -i eth® -p tcp --dport 443 -j DNAT --to-destination

10.147.164.8:443

To remove prerouting command, run:
sudo iptables -t nat -D PREROUTING -i eth® -p tcp --dport 443 -j DNAT --to-destination

10.147.164.8:443

Make sure you save updated firewall rules, either modifying your shell scripts or by running

iptables-save command as described here.

Alternate syntax to remove
specific PREROUTING rules from
iptables

Say, you execute the following iptables PREROUTING command for port redirection:
sudo iptables -t nat -A PREROUTING -i eth® -p tcp -m tcp --dport 443 -j DNAT --to-destination
10.147.164.8:443

To delete, run the same above command but replace the “- A” with “- D“:
sudo iptables -t nat -D PREROUTING -i eth® -p tcp -m tcp --dport 443 -j DNAT --to-destination
10.147.164.8:443

Another example, run the same command but replace the “-1" with "-D'. For exanple, say
you have the following rule that redirect SSH (TCP 22) from port 2222 to port 22:
sudo iptables -t nat -I PREROUTING -p tcp --dport 2222 -j REDIRECT --to-ports 22

Becones:

sudo iptables -t nat -D PREROUTING -p tcp --dport 2222 -j REDIRECT --to-ports 22
OR

sudo iptables -t nat --delete PREROUTING -p tcp --dport 2222 -j REDIRECT --to-ports 22



https://www.cyberciti.biz/faq/how-to-save-restore-iptables-firewall-config-ubuntu/
https://www.cyberciti.biz/faq/how-do-i-save-iptables-rules-or-settings/
https://www.cyberciti.biz/faq/how-do-i-save-iptables-rules-or-settings/
https://www.cyberciti.biz/faq/linux-port-redirection-with-iptables/

Hybckne nena

KaK MpoCMOTpPEeTb NCTOPUIO
KOMaHO Opyroro
nonb3oBaTtend B Linux?

sudo vim /home/USER_YOU WANT TO VIEW/.bash history



Hybckne nena

Open VPN

IrHopmpoBaTb MapLUPYT NPOMNMCAHHbLIM CEPBEPOM.

No6aBnTb B KOHPUT KNMEHTa:

pull-filter ignore "route 10.0.10.0 255.255.255.0"

[[OHNM BeCb Tpa(puk 4Yepes BIH.

redirect-gateway defl



Hybckne nena

3aMnyCK C HECKOJIbKUMMW
KOHUr dpannamun...

/usr/sbin/haproxy -Ws -f /etc/haproxy/haproxy.adv.cfg -f /etc/haproxy/listen.cfg -f
/etc/haproxy/wildcard.cfg -f /etc/haproxy/backends.cfg -f /etc/haproxy/userlists.cfg

BbINOJIHAET criegytollee:

e UcnonHseMbin chann:
3anyckaeT buHapHbI ann HAProxy, pacnofioXXeHHbIn MO MyTU /usr/sbin/haproxy .
e icnonb3yembie napaMeTpsbl:
o ®nar -W yka3biBaeT HAProxy paboTaTb B OHOMPOLLECCHOM pPEXXUNME.
o ®nar -s 4acCTo UCMOJIb3YeTCA B COHMeTaHUU C Apyrumn plaraMm ons yKasaHus
pexxnma paboTbl HAProxy (Harnpumep, B HEKOTOPbIX BEPCUAX OH MOXKET OTHOCUTbLCS
K CUrHanam gna mactep-paboyero pexxmma); ToO4HOE NoBefeHne MOXKeT
BapbUpoOBaTbCH B 3aBUCUMOCTU OT Bepcunm HAProxy. PekoMeHLyeTCs 03HAaKOMUTbLCSA
C pokyMeHTaumen HAProxy nam BbIMOAHUTb KOMaHAY haproxy -h, 4TO6bl MONYy4YnTb
noapobHoOCTK ANS Balen BEPCUN.
e KoHdurypaumoHHbie hannbi:
KomMaHaa yKa3blBaeT HECKOJIbKO KOH(PUIYpaLUUOHHbIX harsioB C MOMOLLbIO Onuun -f .
HAProxy 3arpy3uT 3Tu KOH(UrypaunoHHble ddanibl B MOPSAKe, YKa3aHHOM B KOMaHAe:

o /etc/haproxy/haproxy.adv.cfg : BeposTHO, cooep>X1UT NpoaBuHyTble unmn rnobasbHble
HaCTPONKMN.

o

/etc/haproxy/listen.cfg : Cooep>xuT onpeneneHns ansa cekumm listen
(obbeguHsLwen HacTporku frontend n backend).
/etc/haproxy/wildcard.cfg : MoXXeT onpenensaTb npaBuia WK HaCTPOMKMN,
CBsi3aHHble ¢ wildcard-gomeHamu.

o

o

/etc/haproxy/backends.cfg : OnpegenseT nyn cepsepos backend.
/etc/haproxy/userlists.cfg : Cooep>xuT onpeneneHns CnMCcKoB NoJib3oBaTeNen,
4acTO UCMONb3yeMbixX 418 6a30BON ayTEHTUPUKALNUN NN KOHTPONASA AOCTYynNa.

o

Kak 3To paboTaeT



HAProxy 4ntaeT n obbeanHaeT 3T KoHpUrypaunoHHbie harabl nocaenoBaTesibHO. Takon noaxon
rnosie3eH s opraHu3aunm KOHOUrypaumm rno pasamdHblM acrnekTaMm (riobanbHble HACTPOWKM,
hpoHTeHAabl, 63KeHabl U T. A.), 4TO ynpoLwlaeT ynpaBjaeHue n obHoBeHne.

HHononHMUTEeNbHbIE 3aMEeTKU

e NMopapok nmeeT 3HaYeHue: [Nockonbky HAProxy obpabaTbiBaeT KOH(UIYpPaALMOHHbIE
(halnsibl B yKa3zaHHOM Nopsgke, HacTporku B 6osiee No3gHUX harnax MoryT
nepeonpenesnsaTb Npeablayline, ecnv eCTb KOHPUKTYIOLWME OUPEKTUBDI.

e OTnapgka/lpoBepka: ECY BaM HY>XHO MPOBEpPUTb 3arpy>XeHHYy KoHpuUrypawumio u
BO3MO>XHble OLLINOKN, Bbl MOXXETe UCMOb30BaTb



Hybckne nena

CekpeTbl Notepad++

NckaTtb ~((?N\b(?:\d{1,3}\.){3}\d{1,3}\b).)*$\R? 3aMeHuTb Ha "NULL-nycToe 3Ha4yeHue" -
OcTaBuT B (hannie TONIbKO CTPOKK C IP-agpecamum

NckaTb - -* 3aMeHnTb Ha "NULL-nycToe 3HavyeHue" - YaanseT yKa3aHHbIAN TeKC (- -) 1 BCe nocne
Hero B CTpoke



Zimbra



Zimbra

YNCTKa NoYThbl

Yucra gwmka

zmmailbox -z -m example@domain.com emptyFolder /Inbox - YaganeHue nucem us "Bxogsawmx"

zmmailbox -z -m example@domain.com -A emptyDumpster - YpaneHue alnoB-n1ucem C gucka, bes
BO3MO>XHOCTW BOCCTaHOBJ1IEHWA

su - zimbra all accounts="zmprov -1 gaa’; for account in $all accounts; do mbox size="zmmailbox -z
-m $account gms’; echo "Mailbox size of $account = $mbox size"; done ; - OTOBparkeHme pasmepa
Kagoro "sawmka"


mailto:example@domain.com

Zimbra

IDKCMOPT N MMMNOPT MOYTH

2KcnopT

zmmailbox -z -m example@domain.com getRestURL "//?fmt=tgz" >

/opt/zimbra/docs/user backup.tar.gz

UmnopT

zmmailbox -z -m example@domain.com postRestURL "//?fmt=tgz&resolve=skip"

/opt/zimbra/docs/user backup.tar.gz

MapameTp skip - WrHopmpoBaTb MOBTOPSAOLWMNECH 3/IEMEHTLI, HaWAeHHbIEe B halsie pe3epBHOW
Konum

modify - OBHOBUTE TEKyLLME /IEMEHTbI MOYTOBOIO ALLMKA COAEPKUMbIM TOFO, 4YTO
nMnopTupyeTcsa n3 dpansia pesepBHOM Konuu

reset - YaanuTe CTapyto NOYTY U 3aMEHUTE COAEPXKUMOE COAEPXKUMbIM (haitsia pe3epBHON Konun

McTouHuK https://nwildner.com/posts/2019-09-27-zimbra-cli-tips/



https://nwildner.com/posts/2019-09-27-zimbra-cli-tips/

ESXi



ESXi

How to Identify disks and
Datastore in VMware ESXi 5/
6

There are a few reasons that will degrade the performance of virtual machines such as a disk I/O
bottleneck, resource contention, misconfigurations and other problems.

When too many VMs compete for limited resources, results will inevitably suffer.

The effort it takes to solve the storage I/O bottleneck is a variety of ways, it may be from physical
infrastructure choices to configuration changes.

The starting point for solving your 1/O problems will be VM monitoring and establishing baseline
performance.

From there, you can examine the IOPS read vs. write IOPS, network cards, and certain points which
may contribute to the I/O bottlenecks.

With the right approach and the right technology, administrators can resolve the problems that
caused the dismal performance of the infrastructure.

When performing troubleshooting with ESXi/ESX storage, use command line tools which require
you to identify a specific disk or LUN connected to ESXIi/ESX.

This article provides information on different ways to identify these disks. This can be part of
troubleshooting, primarily due to the storage component of the virtual environment.

Display availabke command for esxcli storage :

~ # esxcli storage

Usage: esxcli storage {cmd} [cmd options]

Available Namespaces:
core VMware core storage commands.

nfs Operations to create, manage, and remove Network Attached Storage



filesystems.
nmp VMware Native Multipath Plugin (NMP). This is the VMware default

implementation of the Pluggable Storage Architecture.

san I0 device management operations to the SAN devices on the system.

vflash virtual flash Management Operations on the system.

vmfs VMFS operations.

filesystem Operations pertaining to filesystems, also known as datastores, on the
ESX host.

Display availabke command for esxcli storage -> vmfs :

~ # esxcli storage vmfs

Usage: esxcli storage vmfs {cmd} [cmd options]

Available Namespaces:
snapshot Manage VMFS snapshots.

extent Manage VMFS extents.

Available Commands:
unmap Reclaim the space by unmapping free blocks from VMFS Volume

upgrade Upgrade a VMFS3 volume to VMFS5.

~ # esxcli storage vmfs extent

Usage: esxcli storage vmfs extent {cmd} [cmd options]

Available Commands:

list List the VMFS extents available on the host.

List the VMFS extents available on the host :

~ # esxcli storage vmfs extent list

Volume Name VMFS UUID Extent Number Device

Name Partition
datastorel 52a0db3f-d87636dc-61bb-28924a2f1bcO 0

t10.ATA VBO250EAVER Z3TDY30B 3
datastore2 53f6103b-e2c46411-13e9-28924a2f1bcO 0

t10.ATA WDC WD1600AAJS2DOOL7A0 WD2DWCAV36165769 1




~ # esxcli storage filesystem

Usage: esxcli storage filesystem {cmd} [cmd options]

Available Commands:

automount Request mounting of known datastores not explicitly unmounted.

list List the volumes available to the host. This includes VMFS, NAS, VFAT
and UFS partitions.

mount Connect to and mount an unmounted volume on the ESX host.

rescan Issue a rescan operation to the VMkernel to have is scan storage
devices for new mountable filesystems.

unmount Disconnect and unmount and existing VMFS or NAS volume. This will not
delete the configuration for the volume, but will remove the

volume from the list of mounted volumes.

List the volumes available to the host. This includes VMFS, NAS and VFAT partitions :

~ # esxcli storage filesystem list
Mount Point Volume Name

UUID Mounted Type Size Free

/vmfs/volumes/52a0db3f-d87636dc-61bb-28924a2f1lbc® datastorel 52a0db3f-d87636dc-61bb-
28924a2f1bcoO true VMFS-5 244544700416 52979302400
/vmfs/volumes/53f6103b-e2c46411-13e9-28924a2f1lbc® datastore2 53f6103b-e2c46411-13e9-

28924a2f1bcO true VMFS-5 159987531776 14871953408
/vmfs/volumes/556a99d3-4dc8997f-b819-28924a2f1bcO 556a99d3-4dc8997f-b819-
28924a2f1bcO true vfat 4293591040 4255121408
/vmfs/volumes/4a052e7f-ed60f807-e327-66c4dch34a59 Hypervisorl 4a052e7f-ed60f807-e327-
66c4dcb34a59 true vfat 261853184 96874496

/vmfs/volumes/25230d7e-4dcb47f9-390e-25a3db175fe7 Hypervisor2 25230d7e-4dch47f9-390e-

25a3dbl175fe7 true vfat 261853184 96976896
/vmfs/volumes/2da668ef-40e5d96b-90bf-855ddb9c5547 Hypervisor3 2da668ef-40e5d96b-90bf-
855ddb9c5547 true vfat 299778048 96681984

~ # esxcli storage nmp

Usage: esxcli storage nmp {cmd} [cmd options]

Available Namespaces:
psp Operations pertaining to the Path Selection Policy Plugins for the
VMware Native Multipath Plugin.



satp Operations pertaining to the Storage Array Type Plugins for the VMware
Native Multipath Plugin.

device Operations pertaining to the devices currently claimed by the VMware
Native Multipath Plugin.

path Operations pertaining to the paths currently claimed by the VMware

Native Multipath Plugin.

~ # esxcli storage nmp device

Usage: esxcli storage nmp device {cmd} [cmd options]

Available Commands:
list List the devices currently controlled by the VMware NMP Multipath
Plugin and show the SATP and PSP information associated with that
device.
set Allow setting of the Path Selection Policy (PSP) for the given device

to one of the loaded policies on the system.

List the devices currently controlled by the VMware NMP Multipath Plugin and show the SATP and
PSP information associated with that device :

~ # esxcli storage nmp device list

t10.ATA VBO250EAVER Z3TDY30B

Device Display Name: Local ATA Disk
(t10.ATA VBO250EAVER Z3TDY30B )

Storage Array Type: VMW_SATP_LOCAL

Storage Array Type Device Config: SATP VMW SATP LOCAL does not support device
configuration.

Path Selection Policy: VMW PSP _FIXED

Path Selection Policy Device Config: {preferred=vmhba0:C0:T0O:LO;current=vmhba0:CO:TO:LO}

Path Selection Policy Device Custom Config:

Working Paths: vmhba0:C0:T0:LO

Is Local SAS Device: false

Is USB: false

Is Boot USB Device: false

t10.ATA WDC WD1600AAJS2DOOL7A0 WD2DWCAV36165769

Device Display Name: Local ATA Disk
(t1e.ATA WDC WD1600AAJS2DOOL7A0 WD2DWCAV36165769)
Storage Array Type: VMW _SATP_LOCAL

Storage Array Type Device Config: SATP VMW SATP LOCAL does not support device



configuration.
Path Selection Policy: VMW PSP FIXED
Path Selection Policy Device Config: {preferred=vmhba32:C0:T0:L0O;current=vmhba32:C0:TO:LO}
Path Selection Policy Device Custom Config:
Working Paths: vmhba32:C0:T0O:LO
Is Local SAS Device: false
Is USB: false
Is Boot USB Device: false



ESXi

vSphere 3amMeHa ucrtekuLiero
cepTnpukaTa

vSphere 3amMeHa nctekLwlero
ceptTudmnkaTa vCenter Appliance

18 aHBapsA 2022 1 Maxim Zhukov

HepmaBHO Hall 3akKa34uK npuwien ¢ npobseMon noTepu ynpaBJieHUA BUPTYaJIM3MPOBaHHOM
MHDPACTPYKTYPOH.

356e0c6b-5b18-f0c2-3727-73a3985238487%imagePreview=1

Mpwn nonbITKe aBTOpU3aLUN B KOHCOJb VSphere
An error occurred during authentication

Please configure certool.cfg file with proper values before proceeding to next step.

Press Enter key to skip optional parameters or use Default value.

Enter proper value for 'Country' [Default value : US] : (Note: Value for Country should be
only 2 letters)

Enter proper value for 'Name' [Default value : CA]

Enter proper value for 'Organization' [Default value : VMware]

Enter proper value for 'OrgUnit' [Default value : VMware Engineering]

Enter proper value for 'State' [Default value : California]

Enter proper value for 'Locality' [Default value : Palo Altol]

Enter proper value for 'IPAddress' [optional]

Enter proper value for 'Email' [Default value : email@acme.com]

Enter proper value for 'Hostname' [Enter valid Fully Qualified Domain Name(FQDN), For Example
: example.domain.com]

Enter proper value for VMCA 'Name':


https://www.tune-it.ru/web/fender/blog/-/blogs/vsphere-zamena-isteksego-sertifikata-vcenter-appliance?_com_liferay_blogs_web_portlet_BlogsPortlet_redirect=https%3A%2F%2Fwww.tune-it.ru%2Fweb%2Ffender%2Fblog%2F-%2Fblogs%2Fvsphere-zamena-isteksego-sertifikata-vcenter-appliance#disqus_thread
https://www.tune-it.ru/web/fender

Owwubky cnenyeT AMArHOCTUPOBATbL MPOCMOTPOM CePTUPUKATA - KOTOPbLIN UCTEK (BUAHO N3
bpaysepa).

Mpu nonbiTke BXxoaa B vCenter koHcob (Appliance Management) nna npocMoTpa COCTOSAHUS
cepBuCoB

Exception in invoking authentication handler

[SSL.CERTIFICATE VERIFY FAILED] certificate verify failed (_ssl.c:719)

I'Ipo6neMa B TOM, 4TO NMpn Nctekem CepTI/ICbI/IKaTe He NnonacTb B KOHCOJIb YMNpaB/ieHNA TaK KaK He

MOXKEeT ayTeHTUPULpoBaThb, rAe no npoLenype MoXXHO 3aMeHUTb cepTuukaT 13 web- KoHconn.

7e776b5c-520a-e13c-40ac-3claa9dfddb3?imagePreview=1

Mpu4nHy NoATBEPANM MPOCMOTPOM Tpenca owmnbKu:

javax.net.ssl.SSLHandshakeException:
com.vmware.vim.vmomi.client.exception.VlsiCertificateException:

Server certificate chain is not trusted and thumbprint verification is not configured

Owwnbku Npn ncTekwem ceptTudukate byayT Buaa

YTo TaKana-To cnyXxba He MOXXeT CoOeAnHNTLCA (TaK Kak He yCTaHaBJIMBaeTCs 3allULLeHHoe
coepuHeHue c vCenter Appliance 13-3a HeBaIMAHOIrO cepTuUdUKaTa)

Authentication failed, Update Manager server could not be contacted.

An unexpected error has occurred.

B TOoM 4yucne He 6bypeTt paboTatb n cny>xb6a AyteHtucpukauum vSphere, a 310, camu
NOHUMaeTe, «MPUBET» YrNpaBieHNIO NHPPACTPYKTYpon 1 paboTte cnyxb vSphere.



YTOo nenatb?

Hy>XHO 3aMeHUTb uctekwmnm ceptudukaT B vCenter Appliance. Ho eCTb HblO@HCHI.

Mpn oTcyTCTBMK OoCTyna B web-koHcoib vCenter Appliance Management

Exception in invoking authentication handler

[SSL.CERTIFICATE VERIFY FAILED] certificate verify failed ( ssl.c:719)

OcTaeTcst 4OCTYMN Yepe3 KOMMaHAHYO CTPOKY B BUPTYasibHYIO MalUUHY.

B cuTyauum c UCTekWw M cepTUdUKaToM paboTocrnocobHOCTb 3anyLeHHbIX BUPTYasibHbIX MaLUWH
He 3aTPOHYTa, U MOXXHO 3alTN Ha y3/bl runepemsopa ESXi n BpeMeHHOo noynpaBnsiTe BPYYHYO
3aMyCKOM W BbIKJIIOYEHNEM BUPTYasIbHbIX MALLUMH.

CobCcTBEHHO 3TOT NyTh (Yepe3 nogknovyeHusa K ESXi) c BbI30BOM KOHCOM MallunHbl ¢ vCenter
Appliance n notpebyeTca npoaenaTb OS9 3aMeHbl UCTEKLUEro cepTudurkaTa, ecsim Ha MallnHe
BblkJIto4eH SSH B Lensax 6e3onacHoOCTMW.

HO roe neXxut cepTtuunkaT
N KaK ero npaBuJibHO
3aMEeHUTbL?

Oka3biBaeTcs, 4TO Os19 reHepaunn ceptudurkaTta vCenter Server Appliance nmeet yTuanty
Certificate Manager.

Ons Havana nogkn4uTech K vCenter yepes ssh uam 4yepes KOHCOJ1b BUPTYasibHOW MalUMHBbI C
vCenter 4yepes runepsusop ESXi roe oHa hyHKLNOHUPYET.

Ecnn y Bac MHOro XoCToB B MH(PACTPYKTYpPE, BO3MOXKHO NPUAETCSA NOUCKATb NOC/ea0BaTe/IbHO
MOAK/0YaACh Ha KaXkAbl MOKa He OTbIWNUTE CBOW 3anyLeHHbIn vCenter.



. 3anyctuTte /usr/lib/vmware-
vmca/bin/certificate-manager

. Ecnhmn Bam npmnemnem Self-Signed
Certificate n Hy>XHO b6bICTPO
BOCCTAHOBUTb AOCTYIM

1.

v

Boibnpnte nyHKT 4 Regenerate a new VMCA Root Certificate and replace
all certificates v BBegnTe naponb ona administrator@vsphere.local

Janee nocnepoBaTesibHO 3aMoJIHATE MNOJIA C y4eToM Toro, 4y1o Name,
Hostname n VMCA posnXxHbl cooTBeTCcTBOBaTh Primary Network
Identifier PNID .

3HayeHue PNID MO)XHO nocMOTpeTb BbIMOAHUB /usr/lib/vmware-
vmafd/bin/vmafd-cli get-pnid --server-name localhost

Haxxmute Y (Yes) 418 npoaosiKeHuns.
B cnyyae HeakTyanbHOro ceptudukaTa B Beb-koHconm vCenter
nepesarpysute vCenter.

.. ECnn Bbl XOoTuUTE BanngHbIN

cepTudurkKaT NosydYeHHbIN 4Yepes
LLEHTP cepTUurnKaumnm

1.

2.

B meHio BbibepuTe nyHKT 1. Replace Machine SSL certificate with Custom
Certificate v BBeguTe naposab gng administrator@vsphere.local

YKaxxute gupektopuio, rae 6yayT nomelleHbl 3anpochl Ha BbIMYCK,

Hanpumep /tmp/ssl/

. [lanee nocnepoBaTesibHO 3aMnoJIHATE MnoJsia C y4eToM Toro, 4To Name,

Hostname u VMCA pos>KHbl cooTBeTcTBOBaTh Primary Network
Identifier PNID .

3Ha4veHune PNID MOXXHO MOCMOTpeEThb BbIMOSHMB /ust/lib/vmware-
vmafd/bin/vmafd-cli get-pnid --server-name localhost



5. Country : Two uppercase letters only (Eg. US), the country where your
company is located.
Name : FQDN of the vCenter Server(This will be your Certificate
Subject Alternate Name)

Organization : Company Name

OrgUnit : The name of your department within the organization.
Example: "IT"

State : The state/province where your company is located

Locality : The city where your company is located.

IPAddress : IP Address of vCenter Server, this field is Optional

Email : Email Address

Hostname : FQDN of vCenter Server(This field accepts multiple entries

separated by comma.

6. ®ann /tmp/ssl/vmca_issued_csr.csr nepefaem B LEeHTP cepTudmKaunum ons
BblNyCcKa SSL cepTudmnkaTa.

7. MNMomMelaeM BbINMYLEHHbIN CEPTURMKAT Ha CUCTEMY, Hanpumep, B /tmp/ssl/ B
OTAeJIbHOMN ceccumn

8. MNponoonmxkaem nmnopTt

Provide a valid custom certificate for Machine SSL.

File : /tmp/ssl/machine name ssl.cer

Provide a valid custom key for Machine SSL.

File : /tmp/ssl/machine name_ssl.key

Provide the signing certificate of the Machine SSL certificate.

File : /tmp/ssl/Root64.cer

9. Haxxmunte Y (Yes) ona npoJoiKeHus.
10. B cnyyae HeakTyanbHOro ceptugukaTta B Beb-koHconm vCenter
nepesarpysute vCenter.



Windows



Windows

Connect Office 365
Exchange Online Services to
PowerShell

How to Connect Office 365 Exchange Online Services to PowerShell

The default method for managing Microsoft Office 365 with all included applications is by using a
web browser and connecting to the web interface of Office 365 Admin Center and Exchange Admin
Center. This standard method has an intuitive graphical interface, but sometimes the capabilities of
the graphical user interface are not enough. For example, when you need to perform similar
actions with tens or hundreds of user accounts, it is better to use the CLI (command line interface)
rather than the GUI (graphical user interface). Moreover, some actions that can be done with
Exchange Online cmdlets are not available in the Admin Center.

Microsoft provides PowerShell to manage the products in the command line interface. Many
administrators have the habit of managing Microsoft Exchange Server via PowerShell. However,
standard commands of the Exchange PowerShell module that work in the local environment with a
standalone instance of Microsoft Exchange Server installed on a physical server or a virtual
machine cannot be used with Exchange 365 running in the cloud. This is because standard

PowerShell commands cannot connect to cloud services such as Azure and Office 365 backup,

including Exchange Online. For this reason, you will need to install special PowerShell modules that
allow you to connect to Office 365. The details of this process are covered in today’s blog post that
explains multiple methods of how to connect to Exchange Online PowerShell and consists of the
following parts:

e Requirements

e The Working Principle

e Manual Configuration

e Automated Configuration
e The Alternative Method

NAKIVO Backup & Replication offers improved backup capabilities by adding Microsoft Office 365
backup to its feature set. Start the Free Trial of our product, discover how NAKIVO Backup &

Replication works in your environment, and receive an Amazon eGift card for your feedback.


https://www.nakivo.com/microsoft-office-365-backup/
https://www.nakivo.com/resources/promo/try-and-buy-promo/

Requirements

There are some requirements that must be met to connect to Exchange Online PowerShell.

e You should use PowerShell on Windows 7 SP1, or newer desktop Windows versions and
Windows Server 2008 R2 SP1, or newer server Windows versions. Be aware that you need
to install .NET Framework 4.5 or later in addition to installing an updated version of
Windows Management Framework 3.0, 4.0, or 5.1.

e An internet connection is required. TCP port 80 must be opened to connect from your local
machine to the destination host.

e Access to Exchange Online PowerShell must be enabled for the current user (by default
such access is enabled for administrators).

You can manually enable access to connect to Exchange Online PowerShell for the particular user
with the command:

Set-User -ldentity user@domain.com -RemotePowerShellEnabled $true

Working Principle

You can connect to Exchange Online PowerShell, but this process is more complicated than using
PowerShell for managing a local Exchange Server. However, you can use the built-in PowerShell
console to manage remote cloud infrastructures. In this case, the console is called remote
PowerShell or PowerShell Remoting. The process of initiating a remote PowerShell session for Office
365 and Exchange Online is slightly different. You should download and install special components
before you can open a remote Office 365 session. Fortunately, the cmdlets required to initiate a
remote Exchange Online PowerShell are downloaded automatically when you create a remote
PowerShell session. Different sets of PowerShell cmdlets are used to manage Microsoft Office 365
and Microsoft Exchange Online.

The main reasoning behind connecting to Microsoft Exchange Online in PowerShell entails the
following:

e Creating a remote session to Exchange Online in PowerShell opened on your local
machine.

e Providing connection settings, passing authentication.

e Importing PowerShell cmdlets that are needed to manage Exchange Online remotely.

In today’s blog post, we will run PowerShell cmdlets on Windows 10.


https://www.nakivo.com/blog/essential-hyper-v-powershell-commands/

Manual Configuration

Let’'s review the manual method first, to understand the configuration principle better.
1. Open Windows PowerShell. You can do this with at least two methods.

la. Click Start, type ecmd, right click the Command Prompt item and select Run as Administrator
in the context menu.

1b. Go to Start > Windows PowerShell. Right click Windows PowerShell, and hit Run as
Administrator to make sure that you can run PowerShell commands without restrictions.

2. Enable running scripts (it is better to run this command in the beginning of preparing PowerShell
to manage Exchange Online and Office 365), otherwise you will get the error in future when
running the Import-PSSession command:

Import-PSSession : Files cannot be loaded since running scripts has been disabled on this system.
Provide a valid certificate with which to sign the files.

In order to execute scripts, the execution policy must be set to RemoteSigned.
Set-ExecutionPolicy RemoteSigned

Press Y to confirm changing the policy if prompted. You can also use the Set-ExecutionPolicy
Unrestricted command to use the Unrestricted policy. By default, the execution policy mode is
Restricted.

Change the execution policy before you connect to Exchange Online PowerShell

3. Run the command in PowerShell to get credentials and enter your administrator login/password
in the popup window to access Exchange Online. The user must have global administrative
permissions in Office 365.

$Credential=Get-Credential
How to connect to Office 365 PowerShell - saving credentials as the variable
The entered credentials will be saved in the variable and used in the next command as $Credential.

4. You have to create a remote PowerShell session with the New-P5Session cmdlet and running the
following command:

$Session = New-PSSession -ConfigurationName Microsoft.Exchange -ConnectionUri
https://outlook.office365.com/powershell-liveid/ -Credential $Credential -Authentication
Basic -AllowRedirection


https://www.nakivo.com/blog/wp-content/uploads/2019/10/Change-the-execution-policy-before-you-connect-to-Exchange-Online-PowerShell.png
https://www.nakivo.com/blog/wp-content/uploads/2019/10/How-to-connect-to-Office-365-PowerShell-%E2%80%93-saving-credentials-as-the-variable.png

Notice that in this command, the target URL of the Exchange Online server running in the cloud
that must accept the request is set. After running the command, Microsoft Office 365 cloud servers
will provide you access to the appropriate Exchange Online virtual server associated with your
account.

How to connect to Exchange Online PowerShell - creating a new remote session

5. Exchange Online PowerShell cmdlets must be imported to the current session with the
command:

Import-PSSession $Session

You can see the progress bar while receiving the commands.

How to connect to Exchange Online PowerShell - importing Exchange online cmdlets to the current
After successfully running the command, you will see the following message.

How to connect to Exchange Online PowerShell - Exchange Online cmdlets have been imported suci

Note: If you use the MFA for your account, the standard cmdlets explained above will not work. If
you want to connect Exchange Online in PowerShell using MFA, run the following command:

Connect-EXOPSSession -UserPrincipalName YOUR_UPN
Where YOUR_UPN (user principle name) is the name of the Office 365 account you are using.

You may need to install Microsoft’s Exchange Online Remote PowerShell Module. Be aware that
when using this module, the session ends after one hour, which may be inconvenient for running
long scripts. Consider using Trusted IP addresses (i.e. the IP addresses of your organization) to
bypass MFA when connecting from the network of your company to Exchange Online PowerShell.

MFA (Multi-Factor-Authentication) is the advanced method of authentication that adds a second
layer of security. After entering a password, the confirmation code is sent to the user’s cell phone
and the user must enter the confirmation code to verify the account to get access to Office 365
cloud services.

6. Once you have connected to Office 365 and Exchange Online, you can manage your Office 365
cloud environment. Let’s verify that we have connected to Exchange Online correctly and list the
mailboxes of users, for example.

Get-Mailbox

Exchange Online PowerShell - checking mailboxes of users

You can list all cmdlets available for Exchange Online PowerShell with the following command:

Get-Command -Module tmp*
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The names of Exchange Online PowerShell cmmdlets are not converted.

7. When you end your work with Exchange 365, disconnect the session. This is the recommended
practice.

Remove-PSSession $Session

Unfortunately, no messages are displayed after executing this command. You can check whether
the session is disconnected by running the Get-MailBox command. If the session is disconnected,
you will get the error explaining that you cannot run Exchange Online cmdlets after disconnecting.

Why should you disconnect the session? Well, simply because the number of active concurrent
sessions that can be opened simultaneously is limited to three. If you open three Exchange Online
PowerShell sessions at once and don’t disconnect any of them when not in use, you will need to
wait until one of these sessions expires before you can connect to Exchange Online PowerShell
again from a new PowerShell console.

Automated Configuration

Now that you know the principle of how to connect to Exchange Online PowerShell manually, you
can use the automated method. The advantage of this method is the lower number of commands
you should enter.

1. Download the script from the Microsoft's web site. The name of the script file is
ConnectExchangeOnlinePowerShell.ps1 in this case.

2. Go to the directory where the script is located; in our example, the script is saved to
C:\temp_win\.

3. Before running the script, edit the script execution policy (similarly to what is shown in the first
method), otherwise you will get the error:

The file C:\temp_win\ConnectExchangeOnlinePowerShell.ps1 is not digitally signed. You cannot run
this script on the current system.

You can apply the Bypass execution policy to avoid this issue:
Set-ExecutionPolicy -Scope Process -ExecutionPolicy Bypass
Type Y to confirm the execution policy change.

Connect to Exchange Online PowerShell by using a PowerShell script

4. After that, you can run the script. If you don’t use MFA, run the script without additional
arguments:


https://gallery.technet.microsoft.com/Connect-to-Exchange-Online-7d7365e0
https://www.nakivo.com/blog/wp-content/uploads/2019/10/Connect-to-Exchange-Online-PowerShell-by-using-a-PowerShell-script.png

.\ConnectExchangeOnlinePowerShell.psl
If MFA (Multi-Factor Authentication) is used in your Office 365 environment, try the command:
.\ConnectExchangeOnlinePowerShell.psl1l -MFA

5. Now that you have successfully connected to Exchange Online, you can manage your user
accounts, their mailboxes, etc. For example, you can list the mailboxes of your users:

Get-Mailbox

Exchange Online PowerShell is now connected - checking mailboxes

This script can be used to schedule and automate tasks. For example, you can connect to
Exchange Online without entering credentials in the interactive window as shown above. You can
enter your login and password in the command line as command options when executing the
script:

./ConnectExchangeOnlinePowerShell.psl -UserName admin@your_domain.com -
Password your_password

Keep in mind that entering passwords as plain text in the command line may be not secure.
6. When you finish to work with Exchange Online in PowerShell, don’t forget to end the session:

./ConnectExchangeOnlinePowerShell.psl -Disconnect

Alternative Method

Let’'s consider one more method that can be used to connect to Exchange Online PowerShell. This
method can be considered as a modification of the first method.

1. Create a new profile for PowerShell with the function:

New-item -type file -force $profile

2. Edit the profile configuration file in the text editor to add the function titled Connect-EXOnline:
notepad $profile

3. Add the following content to the PowerShell profile configuration file and change
username@domain.com to your account name, then save the text file.

Function Connect-EXOnline


https://www.nakivo.com/blog/wp-content/uploads/2019/10/Exchange-Online-PowerShell-is-now-connected-%E2%80%93-checking-mailboxes.png

$credentials = Get-Credential -Credential username@domain.com
Write-Output “Getting the Exchange Online cmdlets”

$Session = New-PSSession -ConnectionUri https://outlook.office365.com/powershell-
liveid/ "

-ConfigurationName Microsoft.Exchange -Credential $credentials °
-Authentication Basic -AllowRedirection

Import-PSSession $Session

4. Close the current PowerShell window and open a new PowerShell window as Administrator. Run
the command to connect to Exchange Online PowerShell:

Connect-ExOnline
Enter your password in the popup window.

PowerShell connect to Exchange Online

5. When you have finished working with Exchange Online PowerShell, end the session with the
command:

Get-PSSession | Remove-PSSession


https://www.nakivo.com/blog/wp-content/uploads/2019/10/PowerShell-connect-to-Exchange-Online.png

Windows

ABTOMaTn4yeckad
penankauunsa obnacren
oTKa3oyctondmsoro DHCP
cepBepa Windows Server

‘ McTouHuK http://pyatilistnik.org/oshibki-20291-i-20292-na-dhcp-v-windows-server/

Kak s Hanucan Bbiwe, Microsoft 4o cux nop He pewwnao NnpobaemMy aBToMaTUYECKON pennkaumnum
OaHHbIX, 0 3ape3epBuUpoBaHHbIX IP-agpecax, gaxxe B Windows Server 2019. TyT y Bac ABa
BapuaHTa, NePBbI CaMbIl TOMOPHbLIA, 3TO PYYHOW 3anyCK Ha cepBepe, rae 6biim N3MEHEHbI
HacTpounkun. Ansa 3Toro 3anyctute PowerShell n BBeante KomaHAay:

Invoke-DhcpServerv4FailoverReplication -ComputerName dcO1.root.pyatilistnik.org

e dcO1l.root.pyatilistnik.org - cepsep ¢ KOTOpOro mMbl Bygem penanymnpoBaTb HAaCTPONKM (
DHCP cepBep-napTHep)

B sTOM npumepe pennnumpytoTcs Bce obnactm otpaboTkm oTkasa cny>xbel DHCP-cepBepa,
paboTatoLien Ha koMmnbtoTepe ¢ nmeHem dcOl.root.pyatilistnik.org, B 0gHY nanm HECKOJIbKO
COOTBETCTBYOLLMX NapTHepPCKMX ciyx6 DHCP-cepBepa Ha OCHOBE OQHOMO NN HECKOJIbKUX
OTHOLLIEHNN 0TPaboTKM OTKa3a, B KOTOPbIX BKJOYEHbl cyx6bl DHCP-cepBepa. ObpaTtute
BHMMaHMe, 4TO Y BacC NMOABUTCA 3arpoc Ha NOATBEPXKAEeHMe OaHHOro AenCTBUsA. Ecnn xotuTe ero
nponyckaTb, ToO Heobxoammo nobasnTh KoYy -Force.



Invoke-DhcpServerv4FailoverReplication -ComputerName dcO1.root.pyatilistnik.org -Force

KomaHgaa Invoke-DhcpServerv4FailoverReplication -ComputerName dcO1l.root.pyatilistnik.org

Ecnn BaM HeobxoaMmMo Npon3BecTn pernnkaLunto HacTpoek oTpaboTkM 0TKa3a OTHOCUTENIbHO
OZHOW rpynnbl, TO KOMaHAa byaeT BbiIrnaneTb BOT Tak:

Invoke-DhcpServerv4FailoverReplication -ComputerName dcO1l.root.pyatilistnik.org -Name
dcO1l.root.pyatilistnik.org-svt2019s01

B 3TOM npuMepe penavumpyeTca KoOHGUrypaumsa scex obnacten, KoTopble ABASAIOTCA YacTblO
oTHoweHnsa oTpaboTku oTka3a ¢ nMeHeM dcOl.root.pyatilistnik.org-svt2019s01 B cnyxbe
DHCP-cepsepa, paboTatowen Ha komnbtoTepe ¢ umeHeM dc0l.root.pyatilistnik.org, B cnyxby
DHCP-cepBepa napTHepa.

Pennunkauwns otpaboTku oTka3a 4yepe3 PowerShell

MNpeanosioXXnuM, 4To BaM HeobXoAMMO BbINOJHUTL penankaumio oTpaboTkKM 0TKa3a, TONIbKO A4S
ornpenesieHHbIX obnacTen, ona 3Toro ecTb NapameTp -Scopeld, BOoT npumep ans Mmoux obnacTein:

Invoke-DhcpServerv4FailoverReplication -ComputerName dcO1.root.pyatilistnik.org -Scopeld
192.168.31.0,192.168.32.0 -Force

3Hasa Tenepb OCHOBHbIE KOMaHAbl, Bbl MOXXeTe co34aTb A1 ceba aBTOMaTUYECKUIA CLEeHapuin npu
KOTOPOM Yy Bac byaeT npoucxognTb penankaumsa. TyT BCe NPOCTO Ha MOMOXXET CLueHapui
PowerShell n nnaHupoBLUMK 3agaHnn, KoTopbln 6yaeT cpabaTbiBaTb Ha onpeneneHHoe cobbiTne B
XypHanax Windows.

Xo4y OTMEeTUTb, YTO 5 U caMa Microsoft HacTosTeNbHO peKOMeHAyeT, BCEM afiMUHMUCTPATOpPaM
AenaTb N3MEeHeHne HaCTPOeK UCKJIIOYNTENIbHO Ha OIHOM 13 CEPBEPOB MNAPTHEPOB, @ Y>Ke NOTOM
penInuMpoBaTb Ha BTOPOWN, TaK MOXXHO FapaHTUPOBaTb, YTO BCE pPerninkn 6yayT KOPPEKTHbI U
MUHUMU3NPOBAHO KOJINYECTBO MNOTEPb BALLUNX U3MEHEHUIA
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ANropmtM OEenNCTBUK:

e Co3pnaete B Active Directory HOBYtO y4eTHyto 3anunck, Hanpumep dhcp-replication u
Aenaerte ee aaMUHUCTpaTopoM Ha oboux DHCP cepBepax, KTO BXOAUT B rpynny

penankaummn. Kak gatb npaBa Ha DHCP ynTanTe No CCblJKe.

Co3pgaHue yquH0|7| 3anncun gn4gd penankaunmnn obnacTen OTpaﬁoTKVI OTKa3a

e Co3paem Hebonblion ckpunT dhcp-replication.psl. Ona 3Toro BamMm npocTo HY>XHO
OTKpbITb PowerShell ISE n BBeCTM TaM KOMaHAY:

Invoke-DhcpServerv4FailoverReplication -ComputerName dc01.root.pyatilistnik.org -
Force#dcO1l.root.pyatilistnik.org - cepsep ¢ KoToporo mbl byaem penamumpoBaTb HACTPONKN (
DHCP cepBep-napTHep)

[anee BaM NpOCTO HY>XHO COXpPaHUTb ero B oopmaTe psl.
Co3spnaHune PowerShell ckpunta gnsg pennankaumm DHCP

e Co3gaeM 3adaHune B naaHmposwmke Windows, kotTopoe no cobbiTuto byaeTt 3anyckaTb
Ball CKpUMT. [NoYyeMy MMEHHO Mo CobbITUIO, BCE MPOCTO, YTOObI YMEHbLUNTL KOJINYECTBO
becnonesHoro Tpadunka 1 Harpy3ky Ha Ball CEpPBEP.

Korpga Bbl Npou3BoaANTE HOBOE pe3epBupoBaHmMe IP-agpeca Ha Bawem DHCP cepsepe, y Bac
reHepupyetcs cobbiTme ID 106.

ID 106: Pe3zepBupoBaHue: [[192.168.31.109]] ana IPv4 HacTpoeHo B obnacTtu
[[192.168.31.0]192.168.31.0] 4epe3 ROOT\AaMuHUCTpaTOP.

eHepupyeTCcs oHO XypHasoM Microsoft-Windows-DHCP Server Events.
CobbiTne c kogom ID 106

N Tak, OTKponTe NNaHNPOBLLUMK COBbITUI, CaMbln BbICTPLIN CNOCOOB, 3TO B OKHe "BbINOJIHUTB",
BeecTu taskschd.msc.

KaK OTKPbITb MJ1IaHNPOBLLUNK 3ajaHunin
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LLlenkaeM npaBbIM KJIMKOM 1 CO3a€EM HOBYO, MPOCTYIO 3a4auvy.

Co3paHue 3agaHunsa no penamkauyum B8 DHCP

Ha nepBoM Llare, BaM Heobxoanmo npunaoymatb nMa ans Ballen 3ada4vu, MOXKHO HanucaTb, 4TO
YyroaHo, rsiiaBHoe, 4T0ObI BaM ObISI0 MOHATHO.

3anoJsIHeHMe NoJis UMEeHW 3aa4u B MNJaHUPOBLLUKE

Bbibpaem nyHKT "Mpu 3aHeCeHUM B XXypHaJZ yKa3aHHOro cobbitua'.
Mpwn 3aHeceHnn B XXYpPHa yKa3zaHHOro cobbiTus

Hdanee 3anosiHAeM TpuU NyHKTa:

e )XypHan - Microsoft-Windows-DHCP Server Events/PaboTaeT
e DHCP-Server
e Kop cobbiTusa 106

44 1. co3paHune 3apaHunga B niaaHmposwnke Windows no pennvkauynm obnacten DHCP

OcTaBnseM NyHKT "3anycTUTb nNporpamMmmy".
3anyck nporpamMmmbl 4epe3 naaHunpoBLmk Windows
Hanee B none:

e [lporpamMmma nnu cueHapun, Bbl yKasbiBaeTe powershell.exe

e B none "fob6aBnTb aprymeHThbl" BBeauTe TekcT -WindowStyle Hidden -File
"C:\Scripts\dhcp-replication.psl”. e WindowStyle - 5T0 yKka3aHne He noka3biBaTb
Onanorosoe okHo, a aTpunbyT -File yka3biBaeT NnyTb A0 Bawero ckpunta PowerShell. Mbl

Takoe y>xe pa3bupann B MeTodax 3amnycka ckpunta PowerShell.

3anosiHAeM apryMeHTbl 415 3anycka ckpmnTta PowerShell

CMOTpMM CBOOHYIO MH(OPMaLUIO U 3aKpbiBaeM MacTep HaCTPONKM NPOCTOro 3aJaHuns.
3aBeplleHne co3haHunsa 3afaHnsa B nNiaHNPOBLLNKE

B pe3ynbTaTe Balle HOBOE 3ajaHune NosBUTCSA B CMINCKE.

Cnuncok 3agaHuin B NJaHNPOBLLMKE

Hanee HaMm Heob6xoOMMO OTKPbITb CBOMCTBA Ballero 3aJaHusa 1 B NapaMeTpax 6esonacHoCcTun
BbiOpaTb CO3aHHOI0 paHee NoJib30BaTeNs, OT UMEHM KOTOporo 6yaeT 3anyckaTbCs 3adaHue,
hanee BbICTaBUTb ONUMIO "BbINOSIHUTL AJ1IA BCEX NoJsib3oBaTesien” 1 NoCTaBUTb rasky "
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BbINOJIHUTbL C HAUBbLICLLUUMMU NpaBaMu'.

Bce Tenepb xaem nossneHnsa cobbitusa ID 106, Bbl ero caMy MOXXKeTe Bbi3BaTb, NyTEM
pe3epBupoBaHus IP-agpeca. Kak BManM y MeHs ycrnewHo otpaboTano Moe 3afaHne n Bce
pe3epBupoBaHHbIe IP-agpeca Ha TekylleM cepBepe, 6aronosny4yHo oTpenseunpoanmcs Ha DHCP-
napTHepa.

C cobbiTneM ycTaHoBKN pesepBupoBaHus (ID 106) mbl pa3obpanunck, HO elle ecTb 1 obpaTHas
onepauus, 3TO yaaneHune pesepsupoBaHns IP-agpeca 3a onpegeneHHbIM KOMMNbIOTEPOM, N TYT
reHepupyeTcsa cobbiTne ID 107.

ID 107: Pe3epBupoBaHue: [[192.168.31.118]] ona IPv4 ynaneHo B obnactu
[[192.168.31.0]192.168.31.0] 4epe3 ROOT\AAMUHUCTpaTOP.

e KypHan Microsoft-Windows-DHCP Server Events/PaboTaeT
e IcTo4HUK DHCP-Server

B ntore Bam Hy>XHO CO34aTb Takoe »Ke 3afaHune, Kak n B csiydae ¢ ID 106, Ho caenaTb gnga ID 107
HEKOTOpble U3MeHeHUS. Tenepb NMpu BKIKOYEHUN N BbIKIIOYEHUW apeHabl IP agpeca, Bce obnactu
oTpaboTkm ByayT aBTOMaTUYeCKU CcoraacoBaHbl 1 owmnbok ¢ ID 202091 v ID 20292 He O0/IKHO
ObIThb.



Windows

[TONTHBLIN CMNNCOK
nepemMeHHbIX cpen B
Windows 10

VARIABLE WINDOWS 10
%ALLUSERSPROFILE% C:\ProgramData
%APPDATAY% C:\Users\{nma nonb3osatens}\AppData\Roaming
%COMMONPROGRAMFILES% C:\Program Files\Common Files
%COMMONPROGRAMFILES(x86)% C:\Program Files (x86)\Common Files
%CommonProgramW6432% C:\Program Files\Common Files
%COMSPEC% C:\Windows\System32\cmd.exe
%HOMEDRIVE% C:\
%HOMEPATH% C:\Users\{ums nonb3oBaTens}
%LOCALAPPDATA% C:\Users\{nmsa none3osaTtensa}\AppData\Local
%LOGONSERVER% \\{domain_logon_server}
%PATHY% C:\Windows\system32;C:\Windows;C:\Windows\System32\Wbem
%PathExt% .com;.exe;.bat;.cmd;.vbs;.vbe;.js;.jse;.wsf;.wsh;.msc
%PROGRAMDATA% C:\ProgramData
%PROGRAMFILESY% C:\Program Files
%ProgramWe6432% C:\Program Files
%PROGRAMFILES(X86)% C:\Program Files (x86)
%PROMPT% $P$G
%SystemDrive% C:
%SystemRoot% C:\Windows
%TEMP% C:\Users\{nmsa nonb3osatensa}\AppData\Local\Temp
%TMP% C:\Users\{nmsa nonb3oBaTtens}\AppData\Local\Temp

%USERDOMAIN% Mosnb30oBaTeNbCKUA AOMEH, CBA3aHHbLIN C TEKYLLMM MOJIb30BaTENEM.



VARIABLE WINDOWS 10

%USERDOMAIN_ROAMINGPROFILE% Monb30BaTeNbCKUI LOMEH, CBA3AHHbIN C MepemMeLlaeMbiM npoduiem.

%USERNAME% {nma nonb3oBaTensa}

%USERPROFILE% C:\Users\{nms nonb3oBaTens}

%WINDIR% C:\Windows

%PUBLIC% C:\Users\Public

%PSModulePath% %SystemRoot%\system32\WindowsPowerShell\v1.0\Modules\

%O0neDrive% C:\Users\{nms nonb3osatens}\OneDrive

%DriverData% C:\Windows\System32\Drivers\DriverData

%CD% BblBOAUT TeKyLWMA NyTb K KaTasnory. (KomaHgHas cTpoka.)

%CMDCMDLINE% BbIBOOUT KOMaHOHYO CTPOKY, UCMOJIb3yeMYto AJ15 3arnycKa TeKyLlero ceaHca

KOMaHOHOW CTPOKK. (KoMaHAHas CcTpoka.)

%CMDEXTVERSION% BbIBOAUT KOINYECTBO TEKYLLMX PaCLUNPEHNA KOMAHAHOIO
npoueccopa. (KomaHgHasa cTpoka.

%COMPUTERNAME% BbIBOAUT MMSi CUCTEMBI.

%DATE% BbiBOAUT TekyLlyto faTty. (KomaHgHas cTpoka.)

%TIME% Bpems BbIxofa. (KomaHgHaa cTpoka.)

%ERRORLEVEL% BbIBOAUT 4YMCNO ONpefensaowmx cTaTyc Bbixoda npeabliayLien

KoMaHabl. (KoMaHOHas CTpoka.)

%PROCESSOR_IDENTIFIER% NoeHTndukaTop npowueccopa

%PROCESSOR_LEVEL% Outputs processor level.

%PROCESSOR_REVISION% BbiBOA4 peBu3nmM rpoLeccopa.
%NUMBER_OF_PROCESSORS% BbIBOOUT KONMYECTBO (PM3NYECKUX U BUPTYaJibHbIX a4ep.
%RANDOM% BbiBOAUT cryyanHoe 4ncno oT 0 go 32767.

%0S5% Windows_NT

NMoMHWNTEe, 4YTO HEKOTOPbLIE U3 YNOMAHYTbIX MEPEMEHHbIX HE 3aBUCAT OT MECTOMNOJI0OKEHNS, B
ToM yucne % COMPUTERNAME%, %PATHEXT%, %PROMPT%, %USERDOMAIN%,
%USERNAME%.



Windows

YnpaBneHune ponamMmn n
dbyHkumnamm Windows Server
Cc nomMmowbo PowerShell

Kak 4yepe3 PowerShell BbiBeCTH
CMNCOK BCEX YCTAHOBJIEHHbIX
ponen n pyHkumm Windows Server

Ncnonb3ynte komaHaneTt Get-WindowsFeature, 4Tobbl 0TO6pa3nTb CMNCOK BCEX OOCTYMHbIX POJSiEn
n komnoHeHToB Windows Server. Ecam Bbl 3anyctute ero 6e3 napameTpos, Bbl yBUAUTE
nHhpopmaunto o6o Bcex komnoHeHTax Windows Server.

1 Get-WindowsFeature



OTobpaxkatoTcsa nmsa komnoHeHTa (Display Name), ero cuctemHoe nmsa (Name) n coctosiHme (
Install State: Installed, Available nin Removed). Cnucok posien n (pyHKUUA BbIFISANT KakK
0EepeBo C BJIOXKEHHbIMU posiiMUK, NoA06HOE TOMY, KOTOPOE Bbl BUAUTE NPU YCTAaHOBKE POEn B
rpacunyeckom nHTepdgence Server Manager. Y1obbl YyCTaHOBUTb U yAannTb Ntobble ponn nam
KOMMOHEHTbI C NoMoLbto PowerShell, Bbl f0/TKHbI 3HaTb UX CUCTEMHbIE MMEHA, YKa3aHHble B
ctonbue «Nmsa».

Mopackaska: Ecinm ponb nnm yHKLMA yaaneHbl, 3TO 03HAaYaeT, 4TO €€ yCTaHOBOYHbIe halnbl
yAasneHbl U3 CACTEMHOI0 KOMMOHeHTa sote (ana ymeHbleHnsa pasmepa nanku WinSxS), n Bbl He
CMOXXeTe yCTaHOBUTb posib 6e3 gocTtyna B VIHTepHET uan ycTaHoBo4HOro ISO aucka ¢ Windows
Server.

Bbl MOXeTe YOaJINTb POJIN NN KOMMOHEHTbI U3 XpPaHWINLWa cieayrounm o6pa30M:


https://pwsh.ru/wp-content/uploads/2021/08/Get-WindowsFeature.png

1 Uninstall-WindowsFeature -Name DHCP -Remove

YT06bl YCTAHOBUTL yAas€éHHYIO posb DHCP, ncnonb3ynTte 3ToT KOMaHANeT (BaM MoHagobutcs
npamon noctyn B UHTepHeT):

1 Install-WindowsFeature DHCP

Nnun Bbl MOXKeTe BOCCTAaHOBUTb ABOUYHbIE dansibl KOMMNOHEHTOB 13 ISO-06pa3a Windows Server:

1 Install-WindowsFeature DHCP -Source E:\sources\sxs

BblMOMGTGHGDEHMCHMTbyCTaHOBﬂeHHHe(byHKHMMCepBep&

1 Get-WindowsFeature | Where-Object {$ . installstate - eq
"installed" } | ft Name,Installstate

Cynsa no npuBeAEHHOMY HUMXKE CHUMKY 3KpaHa, 3TOT CepBep UCMOb3yeTCs B KayecTBe
KOHTpo/iSiepa goMeHa (ycTaHoBNeHa posib AD-Domain-Services), DNS cepBepa (ycTaHOB/IeHa
ponb DNS) n channosoro cepeepa (yctaHoBneHbl ponu FileAndStorage-Services, Storage-
Services). BONLLWMHCTBO APYrnX KOMMNOHEHTOB UCMOJb3YIOTCA A1 YNPaBJIEHUS UIN MOHUTOPUHIA
cepsepa.



Ecnn Bbl TOYHO HE 3HAETE UMS POJIU, Bbl MOXKETE NUCMOJIb30BaTb NOACTAHOBOYHbIE 3HAKMU.
Hanpumep, 4Tob6bl NPOBEPUTL, Kake BEB-KOMMOHEHTbI poau IS yCcTaHOBMEHbI, BbIMOJIHUTE 3Ty
KOMaHAy (CMHTaKCUC HEMHOIO COKpPALLLEH):

1 Get-WindowsFeature -Name web-* | Where installed


https://pwsh.ru/wp-content/uploads/2021/08/Get-WindowsFeature_Where-Object.png

Bbl MOXeTe MNoJIY4UTb CMNCOK YCTaHOBJIEHHbIX KOMIMOHEHTOB Ha yﬂ,aﬂéHHOM cepBepe Windows:

1 Get-WindowsFeature -ComputerName WMA KOMMbOTEPA | Where
installed | ft Name,Installstate

Bbl MOXXeTe ncnosb3oaTtb komaHpneT Get-WindowsFeature o015 novcka cepsepoB B BalleM
OOMeHe, Ha KOTOpbIX YCTaHOBMIEHa onpeaenéHHas poJsib. Bbl MoXKeTe BbINOAHATL MOUCK Ha CBOUX
cepBepax B KOHKpeTHOM noapa3aeneHun Active Directory ¢ nomoulbtio komaHaneTa Get-
ADComputer n3 moaynsa PowerShell ActiveDirectory nnm no npegocTaB/IEHHOMY CMUCKY
cepBepos ($ servers = ('serverl’, 'server2')).



https://pwsh.ru/wp-content/uploads/2021/08/get-windowsfeature-name-like-web.png
https://pwsh.ru/%D0%BA%D0%B0%D0%BA-%D1%83%D1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%B8%D1%82%D1%8C-%D0%B8-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D1%8C-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D1%8C-act/

Hanpumep, Bbl XOTUTE HanTK BCe hansoBble cepBepbl ¢ posbio FileAndStorage-Services B
YKa3aHHOM OpraHu3aunMoHHOM noapasgesnieHnn AD, TO UCNOb3ynTe CefyoWnin CKpUnT:

o Uk WN B

Import-Module ActiveDirectory

$Servers=Get-ADComputer -Properties * -Filter
{Operatingsystem -notlike "*2008 R2*" -and enabled - eq
"true" -and Operatingsystem -like "*Windows Server*" }
| select name

Foreach ($server in $Servers)

{

Get-WindowsFeature -name FileAndStorage-Services -
ComputerName $server.Name | Where installed | ft
$server.name, Name, Installstate

}



https://pwsh.ru/wp-content/uploads/2021/08/Get-WindowsFeature-2.png

MpuMep rnoncka KOHTpPoJIJIeEpa AOMEHa:

Import-Module ActiveDirectory
$Servers=Get-ADComputer -Properties * -Filter

{Operatingsystem -notlike "*2008 R2*" -and enabled - eq
"true" -and Operatingsystem -like "*Windows Server*" }

| select name

o U A WNB

Foreach ($server in $Servers)

{

Get-WindowsFeature -name AD-Domain-Services -
ComputerName $server.Name | Where installed | ft
$server.name, Name, Installstate

}

B pe3yfbTaTe Bbl MOJly4nTE CNUCOK CEPBEPOB, HA KOTOPbIX YCTAaHOBJIEHA KOHKPETHas poJib.

Kak ¢ nomoLwbio PowerShell
YCTAHOBUTb POJZIN N KOMMOHEHTHI
Windows Server?

[Ona yCcTaHOBKKU ponieit 1 KOMNOHEHTOB Ha Windows Server ncnosib3yeTtca komaHpneT Install-
WindowsFeature.

YT106bl YCTaHOBUTbL posib DNS-cepBepa U MHCTPYMEHTbI yrpaBaeHus (Bkao4Yas moayab Powershell
DNSServer) Ha Tekywunin cepsep, BbINOJHUTE C/IeAYIOWYI0 KOMaHAY:

1 Install-WindowsFeature DNS -IncludeManagementTools

YcTaHoBKa posn «Active Directory Domain Services»:

1 Install-WindowsFeature -Name AD-Domain-Services -
IncludeManagementTools

Mo ymMon4aHUio KOMaHAeT yCTaHABAVBAET BCE 3aBUCMMbIE POJIM U KOMMOHEHTbI. YTOObI
oT06pa3nTb CNMUCOK 3aBUCMMOCTEN Nnepes yCTaHOBKOW, ncnonb3ynte onuunio -Whatlf:

1 Install-WindowsFeature -Name UpdateServices -WhatIf



Y106bl YCTAHOBUTL POJib y3/1a CeaHca yaanéHHoro paboyero cTosa, posib anueH3npoBaHus RDS u
NHCTPYMEHTbI YAaNEHHOro ynpasneHus RDS, ncnonb3ynte cnefyouyo KOMaHay:

1 Install-WindowsFeature -ComputerName WMA_ KOMMbIOTEPA RDS-
RD-Server, RDS-Licensing -IncludeAllSubFeature -
IncludeManagementTools -Restart

Ecnn Bbl pobasute napameTp -Restart, Baw cepBep npu HeobxoammocTn byaeT aBTOMaTUYECKN
nepesarpy»xeH.

Bbl Tak)Xxe MoXeTe YCTaHOBUTb KOMMOHEHT C MOMOLLbIO Ceaytowen komaHabl. Hanpumep, 4To6bl
yCTaHOBUTb posib SMTP-cepBepa:


https://pwsh.ru/wp-content/uploads/2021/08/Install-WindowsFeature.png

Get-WindowsFeature -Name SMTP-Server | Install-
WindowsFeature

Kak ¢ nomoLwibio PowerShell
Pa3BEPHYTb POJIN HA HECKOJIbKUX
yAaneHHbIX cepBepax Windows?

EcTb eLLé OANH NHTEepeCHbI BapnaHT Npu pa3BEpPThIBaHUN TUMOBbLIX CepBepoOB. Bbl MoXxeTe
yCTaHOBUTb HeobxoAnMble PYyHKLUM Ha 3TanoHHOM cepBepe Windows 1 3KcnopTMpoBaTb CANCOK

yCTaHOBJIEHHbIX poJsien B hann CSV:

Get-WindowsFeature | where{$ .Installed - eq $True} |
select name | Export-Csv C:\PS\InstalledRoles.csv -

NoTypeInformation -Verbose
Get-Content C:\PS\InstalledRoles.csv



Mocne 3TOro Bbl CMOXKeTe UCMNosb30BaTb 3TOT CSV-thann ansg yCTaHOBKM TOro ke Habopa ponen
Ha OPYrux TUMNYHbIX CepBepax:

1 Import-Csv C:\PS\Roles.csv | foreach{ Install-
WindowsFeature $ .name }

Ecnn ponb nnm yHKUKNA y)Ke yCTaHoBNEHbI, KoMaHaa BepHET NoChangeNeeded n nponomxkuT
yCTaHOBKY c/ieaytowen pou.

Nnun, 4Tobbl yCTAHOBUTL OOVH U TOT »xe Habop posieit Ha HECKObKUX yOaNEéHHbIX cepBepax, Bbl
MO>KeTe NCMOJIb30BaTb 3Ty KOMaHAy:


https://pwsh.ru/wp-content/uploads/2021/08/Get-Content.png

$servers = ( 'ny-rdsl' , 'ny-rds2' ,’ny-rds3’,’'ny-
rds4’)

foreach ($server in $servers) {Install-WindowsFeature
RDS-RD-Server -ComputerName $server}

Kak ¢ nomoLwubio PowerShell
yOaJINTb POJiIb NN KOMIMOHEHT Ha

Windows Server?

YT106bI YOoanuTb ponn nnu pyHkumm Windows Server, ncnosibyetcs KomaHanet Remove-

WindowsFeature.

Hanpumep, 4Tobbl yOanMTb posib CEPBEPA NevaTu, BbIMNOJHUTE KOMaHAY:

Remove-WindowsFeature Print-Server -Restart



Windows

Ceptundukart gngd Linux B
LLeHTpe cepTudmnkKaynm
Active Directory

Ecnun B ceTn eCTb AOMEH C KOHTPOJIJIEPOM U LEeHTP cepTudukaumm Microsoft, ona BHyTpeHHero
NCNOJNIb30BaHMA MOXHO CO34aBaTb COOCTBEHHbIE cepTUdUKaThl, AN KOTopbix 6pay3ep He byaeT
BblgaBaTb owmnbKy. Ecnm ¢ 3anpocom n ycTtaHoBKOM cepTudmkaTa Ha Windows BO3HMKaeT MeHbLUe
BOMPOCOB, TO MoJiydeHne cepTudmrkaTa A4 Linux BbINOJIHNTb HEMHOIO CJ/IOXKHeEeE.

B 3Ton cTaTbe Mbl CO34aANM MPaBUJIbHbIN cepTUdUKAT C yKa3aHueM asbTepHaTuBHoOro DNS-
nMmeHun, 6e3 KOToporo NporpaMMbl MOryT BO3BpawaTbh owmnbKy cepTudumnkaTa.

1. dopmMmupyem pann 3anpoca (Ha
KoMnbloTepe C Linux)

[ns Havana co3gaeM KaTasior, B KOTOPOM MJaHNPYeM XPaHUTb cepTUduKaTbl U NEPENEM B HErO,
HanpuMmep:

mkdir -p /etc/ssl/adcs

cd /etc/ssl/adcs

Co3paeMm 3aKpbITbIA KJ1HOY:

openssl genrsa -out private.key 2048

* B fJaHHOM ripymepe co3naH 2048-n bUTHbIV K104 ¢ iMeHeM private.key
Co3pnaem hann c onnucaHmem 3anpoca:

vi openssl.conf



[req]

default_bits = 2048

prompt = no

default_md = sha256
reqg_extensions = req_extensions
distinguished_name = dn

[dn]

C=RU

ST=SPb

L=SPb

O=Global Security

OU=IT Department
emailAddress=hostmaster@dmosk.ru
CN = *.dmosk.local

[req_extensions]
subjectAltName = @alter_name

[alter_name]
DNS.1 = *.dmosk.local

* rge cTout 0bpaTuTh BHUMaHWE Ha C/eayloLee:

e sha256 (nnn SHA-2) — airoputM LUNHPOBaHUS;

o *.dmosk.local — vms y31a, K KOTOpOoMy Mbl bygem obpalyaTbCs. ITO O4EHb Ba>KHbIV
MYHKT — HYXKHO, 4T0bbl MMsi coBrnaaasio C UMeHEeM, o KOTopomMy 6yaAyT BbIMO/IHATLCS
obpalyeHuns. B naHHoM ripumepe coznaeTcs wildcart (qomMeH v Bce ero noaaoMeHsbl)

e subjectAltName — asibTepHaTUBHbIE UMEHA CTanAn MMeTb 3HadeHue ¢ 2017 roga, Korga
HekoTopble Bpay3epbl NnepecTanu NPUHUMaTb cepTudukaTbl 6e3 ykasaHus

anbTepHaTUBHbIX DNS-umeH.

Nanee co3paem KoY 3anpoca cepTugurKkaTa:

openssl req -new -key private.key -out request.csr -config openssl.conf

* rge private.key — 3aKpbiTbiVi KJ1104, KOTOPbIV 6b1J1 ChOPMUPOBaH Ha NpeablayLIemM Lware;
request.csr — ¢pavizi, kKoTopbivi byaeT chopmypoBaH. B HeM byaeT 3arnpoc Ha OTKPbITbIN KJTH0Y;

Mocne BbIMOJIHEHMSA KOMaHAbl, B KaTajsore noasuTcs dann request.csr. BoiBegem ero
coaepxnmoe, 4Tobbl NOCMOTPETL 3aMnpoc:

cat request.csr

[o/KHbI yBUAETb YTO-TO Ha nogobue:



MIIC1jCCAb4CAQAWgZAXCzAJBgNVBAYTAIIVMQwwCgYDVQQIDANTUGIXDDAKBgNV
BACMALINQYEYMBYGA1UECgwPR2xvYmFsIFNIY3VyaXR5MRYwWFAYDVQQLDA1JVCBE
ZXBhcnRtZW50MR4wHAYDVQQDDBVzaW1lwbGVwbGFuLnNhdHMubG9jYWwxEzARBgNV
BAMMCNNpbXBsZXBsYW4wggEIMAOGCSqGSIb3DQEBAQUAA4IBDwWAwggEKAOIBAQDZ
ze/WOQgnlbfzlIEsQUsmfUTnkYqOrCpzgjY360IFvgek5Y8NIFX/25PRbUy4N3D8r
¢/7TmXt2dXmcnn7zeRQOB2g0AY8Wmeg3R6C+]JH7TwxtkMj7FO8R59URXFN841u9Sj
26AW+AXx7474XnAocUBMSMUXbV2mMAP5Xm83sjvjELIOCcHXN8SPbc+EchZulLVLsIGXHz
Emz7V4D/ecahfSc2hCRG2Pc7SeFIADYdjyoLtykz5WyiloXkpEfSNQHIt2/A1k)5
h9/GPXMVJVLO2FgsI5HIGZyGnYWA+cP7sHOEDZNpLHHuEtfwx3bLxJPFnZDa0rPO
LhV/ux1e6b9ikrgeOxp9AgMBAAGgADANBgkghkiGOWOBAQsFAAOCAQEAPVD2aVvVHS8
ZDz+6s8ecKr08eT3mA9cRCa7dZYFj4/vO/ZYrDH9QS459d0sYG+RN+JMGaFaY+X7
faE4mOBYsPIbhEYLRY5G)YXmOGMO5gM2HfPrcnnWXZbPQu/n5pR4ptvPYL7bilGb
z6hXb8ZtXUXwz1F20gTPOPu4+w8I123pzHRHICXcVSoZxe/A2XwusB5MrtyMEYtj
rB2kcOqQRkt9ulv5lobwnYaVGDk/7wl/zkb9K+RKZt4izKfFaSSyPn7wvpKSlaAf
S3SQjJ0tBckLbtwKrxdFBOB8bpylKUtHmMpX/zOmityC8PLXe6/vQ/DmM3B6QC4Ba
KdnRkOSPv8BGog==

Y1066l NPOBEPUTL COAEPXKMMOE 3anpoca, BBOAUM:
openssl req -noout -text -in request.csr
Mbl yBMAEM 4TO-TO Ha nogobue:

Certificate Request:
Data:
Version: 1 (0x0)
Subject: C = RU, ST = SPb, L = SPb, O = Global Security, OU = IT Department, emailAddress
= hostmaster@dmosk.ru, CN = *.dmosk.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:
00:e0:dd:17:1c:el1:24:25:80:fe:a0:b3:39:95:bf:
9f:3b:a6:3f:62:c6:fa:40:19:0e:11:fe:9b:22:5b:
0c:67:57:08:b6:f4:36:4c:9c:aa:de:0b:ee:f2:11:
35:fc:18:36:ed:f5:€0:f9:82:98:bf:a5:1a:6f:a8:
13:20:2€:96:2a:68:13:db:e6:8e:0a:ce:fc:ee:cl:
fb:35:55:63:3f:bd:be:21:e7:f2:f3:fc:d3:b0:fd:
04:84:ce:84:29:2a:66:a9:ee:53:0e:f1:06:a2:b7:
0d:1c:8a:b9:e3:5d:ca:55:¢3:30:77:48:d3:eb:d4:
27:11:8f:28:33:da:d4:4d:05:b6:da:f7:ea:84:3b:
8f:97:7d:26:f5:6f:09:39:8a:79:fc:6e:d2:3a:db:
4e:e8:67:2a:a7:22:00:a0:6c¢:c1:99:50:ea:3c:f7:



27:33:d3:5f:02:ed:7e:9e:66:17:fc:f3:af:f8:ef:
36:9e:da:3d:6c:c7:d3:b3:8b:4b:45:12:21:84:34:
02:a5:0b:41:al1:6a:a3:91:6¢:b0:87:d4:5b:cc:cc:
f2:6¢:17:4¢:8b:46:40:65:5d:ca:8c:c0:f7:af:14:
ad:58:1e:80:f5:67:16:1e:de:da:a5:7b:05:a6:f8:
08:75:4b:8c:fe:53:e6:¢8:50:00:30:ff:47:a5:49:
47:c3
Exponent: 65537 (0x10001)
Attributes:
Requested Extensions:
X509v3 Subject Alternative Name:
DNS:*.dmosk.local
Signature Algorithm: sha256WithRSAEncryption
02:03:bc:8b:d3:4e:8f:2¢c:b2:a2:39:dd:9b:fb:33:a29:¢c1:49:
95:b7:39:11:51:b2:40:dc:57:6c¢:3e:d5:66:6d:16:57:3f:15:
03:cf:9b:39:95:1f:2b:13:09:86:f8:d5:69:b0:ac:cd:dc:64:
9f:98:b7:f4:75:79:2a:16:d6:42:15:f4:1a:28:f3:3b:e3:f5:
ec:34:98:f5:18:3e:72:95:ed:93:e5:e4:62:b3:3e:ce:71:09:
9d:7f:ec:84:10:59:43:42:¢cd:0d:bd:4e:fd:c3:3e:44:ab:73:
e0:ae:5d:67:¢7:74:f0:30:0c:29:55:dc:16:4b:5f:a5:7f:be:
8b:ec:64:3b:63:91:bb:48:d2:64:e5:8f:c0:09:db:7b:a3:10:
8e:69:da:f7:88:00:a2:5a:60:dd:d9:3c:ef:b9:59:f4:b5:ab:
00:d9:f9:31:6b:cl:c6:bl:ea:77:71:be:63:2¢:e7:92:57:89:
2a:5e:83:a29:el1:1¢:56:¢2:60:62:73:5d:bc:27:83:fb:bc:ca:
9a:75:52:58:d6:02:d3:e8:37:b1:28:0€:89:62:97:9f:c4.:f1:
52:60:ed:95:59:2b:¢d:69:29:9d:¢c2:30:1e:56:12:03:f4:17:
3f:57:a2:b6:e7:b0:47:4e:0e:5a:b8:5e:0¢:05:45:76:¢5:49:
f0:42:94:fa

2. BolnyckaeM cepTnuduKkaT

Konunpyem cogep>xumoe hanna 3anpoca (request.csr) n oTKpbiBaeM Beb-CTpaHULYy LeHTpa
cepTuUUKaLMm — Kak npasusio, 3To UMa cepeepa nnu IP-agpec + certsrv, Hanpumep,
http://192.168.0.15/certsrv/.

B OoTKpbIBLLEMCS OKHE MepexoanM Mo CCbislkaM 3anpoca cepTudmkKaTa - pacLUMpPEeHHbIN 3anpoc
cepTtudukara.

B none «CoxpaHeHHbIN 3anpoc» BCTaBASAEM CKOMMPOBaHHbLIN 3anpoc, B a none «LabnoH
cepTudunkaTa» Bbibupaem Beb-cepBep:

BBoonm gaHHble 014 NosiydyeHusa cepTugumkaTa

HaxxnumaeM BblpaTb 1 CKavyMBaeM CepTUPUKAT NO CChlSIKe 3arpysuTb cepTudumkar:



3arpy3ka rotoBoro ceptudgukaTa

3. YCTaHOBKa cepTudumnKaTa Ha
Linux

MepeHoCMM NONy4YeHHbIN cepTUPUKAT Ha KOMMblOTEpP C Linux.

MNocne Heobxoammo ckoHBepTupoBaTb DER-cepTudmkaT (o1 AD CS) B PEM-cepTudukat (ans
Linux). Ansa aToro BBOAUM C/IeAyIOLYI0 KOMaHAY:

openssl x509 -inform der -in certnew.cer -out public.pem

* rae certnew.cer — ¢halisi, KOTOPbIVi Mbl MOJYYnIM OT LUeHTpa cepTuukaumm AD CS (kak
rnpaBsuo, y Hero takoe ums),; public.pem — nmsa PEM-cepTugpunkaTa.

CepTudmnkaT roToB K NCMNoJib30BaHUO. Mbl cchopMmnpoBasn:

1. private.key — 3aKpbITbIN KJ1OY.
2. public.pem — OTKPbITbIN K/OY.



Windows

Pennunkauuna Active
Directory

Repadmin: How to Check
Active Directory Replication

Example 2: Summarize the replication
status and view the overall health

The first command you should use is replsummary. This command will quickly show you the overall
replication health. This command will show you the percentage of replication attempts that have
failed as well as the largest replication deltas.

repadmin /replsummary
Results displayed

:\WINDOWS\system32>repadmin /replsummary
Replication Summary Start Time: 2018-03-13 04:44:54

Beginning data collection for replication summary, this may take awhile:

Source DSA largest delta fails/total %% error
DC1 52m:48s ©/ 5 0
DC2 52m:46s ©/ 5 0

Destination DSA largest delta fails/total %% error



DC1 52m:46s

0/
DC2 52m:48s 0/

Example 3: Show replication partner and
status

Next, use the following command to see the replication partner as well as the replication status.
This helps you understand the role of each domain controller in the replication process.

In addition, this command displays the GUID of each object that was replicated and its result. This
is helpful to identify what objects are failing to replicate.

repadmin /showrepl
Results displayed

C:\Users\rallen>repadmin /showrepl

Repadmin: running command /showrepl against full DC dcl.ad.activedirectorypro.com
Default-First-Site-Name\DC1

DSA Options: IS GC

Site Options: (none)

DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72

DSA invocationID: a4d22a63-1918-492a-bcd6-7fe286941e72

==== INBOUND NEIGHBORS

DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-13 03:52:08 was successful.

CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-13 03:52:08 was successful.

CN=Schema, CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-13 03:52:08 was successful.

DC=DomainDnsZones,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-13 03:52:08 was successful.



DC=ForestDnsZones,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-13 03:52:08 was successful.

Example 4: Show replication partner for a
specific domain controller

If you want to see the replication status for a specific domain controller use this command.
replace <ServerName> with the name of your domain controller.

repadmin /showrepl <ServerName>
Results displayed

C:\WINDOWS\system32>repadmin /showrepl dc2
Default-First-Site-Name\DC2

DSA Options: IS GC

Site Options: (none)

DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
DSA invocationID: 2eb95693-bfa7-4f3f-b52c-139737aa883f

==== TNBOUND NEIGHBORS

DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC1l via RPC
DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72
Last attempt @ 2018-03-14 04:21:02 was successful.

CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC1l via RPC
DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72
Last attempt @ 2018-03-14 03:52:07 was successful.

CN=Schema, CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC1l via RPC
DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72
Last attempt @ 2018-03-14 03:52:07 was successful.

DC=DomainDnsZones,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC1l via RPC
DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72
Last attempt @ 2018-03-14 03:52:07 was successful.

DC=ForestDnsZones,DC=ad,DC=activedirectorypro,DC=com



Default-First-Site-Name\DC1l via RPC
DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72
Last attempt @ 2018-03-14 03:52:07 was successful.

Example 5: Show only Replication Errors

The showrepl command can output a lot of information. If you want to see only the errors use this
command. In this example, DC2 is down, you can see the results are all errors from DC2.

C:\WINDOWS\system32>repadmin /showrepl /errorsonly

Repadmin: running command /showrepl against full DC dcl.ad.activedirectorypro.com
Default-First-Site-Name\DC1l

DSA Options: IS GC

Site Options: (none)

DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72

DSA invocationID: a4d22a63-1918-492a-bcd6-7fe286941e72

==== INBOUND NEIGHBORS

DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-15 04:19:38 failed, result 8524 (0x214c):
The DSA operation is unable to proceed because of a DNS lookup failure.
1 consecutive failure(s).
Last success @ 2018-03-14 07:52:08.

CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-15 04:19:38 failed, result 8524 (0x214c):
The DSA operation is unable to proceed because of a DNS lookup failure.
1 consecutive failure(s).
Last success @ 2018-03-14 07:52:08.

CN=Schema, CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-15 04:19:38 failed, result 8524 (0x214c):
The DSA operation is unable to proceed because of a DNS lookup failure.
1 consecutive failure(s).
Last success @ 2018-03-14 07:52:08.

DC=DomainDnsZones,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-15 04:19:38 failed, result 8524 (0x214c):
The DSA operation is unable to proceed because of a DNS lookup failure.



1 consecutive failure(s).
Last success @ 2018-03-14 07:52:08.

DC=ForestDnsZones,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-15 04:19:38 failed, result 8524 (0x214c):
The DSA operation is unable to proceed because of a DNS lookup failure.

1 consecutive failure(s).
Last success @ 2018-03-14 07:52:08.
Source: Default-First-Site-Name\DC2

*****k%k% 1 CONSECUTIVE FAILURES since 2018-03-14 07:52:08

Last error: 8524 (0x214c):
The DSA operation is unable to proceed because of a DNS lookup failure.

Example 6: Show replication Queue

It is normal to see items in the queue. If you have a small environment it will often be at zero
because there are few replications that occur. If you notice items sitting in the queue and they
never clear out, you have a problem.

Use this command to view the replication queue
Repadmin /Queue
Results displayed

C:\Users\rallen>repadmin /queue

Repadmin: running command /queue against full DC dcl.ad.activedirectorypro.com
Queue contains 0 items.

Example 7: How to Force Active Directory
Replication

Use the following command if you want to force replication between domain controllers. You will
want to run this on the DC that you wish to update. For example, if DC1 is out of sync | would run

this on DC1.

This will do a pull replication, which means it will pull updates from DC2 to DC1.

repadmin /syncall dcl /Aed



If you want to push replication you will use the /P switch. For example if you make changes on DC1
and want to replicate those to other DCs use this command.

repadmin /syncall dcl /APed

Results displayed

C:\WINDOWS\system32>repadmin /syncall dcl /Aed
Syncing all NC's held on dcl.
Syncing partition: DC=ForestDnsZones,DC=ad,DC=activedirectorypro,DC=com
CALLBACK MESSAGE: The following replication is in progress:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: The following replication completed successfully:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: SyncAll Finished.
SyncAll terminated with no errors.

Syncing partition: DC=DomainDnsZones,DC=ad,DC=activedirectorypro,DC=com
CALLBACK MESSAGE: The following replication is in progress:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: The following replication completed successfully:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: SyncAll Finished.
SyncAll terminated with no errors.

Syncing partition: CN=Schema,CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
CALLBACK MESSAGE: The following replication is in progress:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: The following replication completed successfully:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: SyncAll Finished.
SyncAll terminated with no errors.

Syncing partition: CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
CALLBACK MESSAGE: The following replication is in progress:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: The following replication completed successfully:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: SyncAll Finished.
SyncAll terminated with no errors.

Syncing partition: DC=ad,DC=activedirectorypro,DC=com
CALLBACK MESSAGE: The following replication is in progress:



From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: The following replication completed successfully:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : ad4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: SyncAll Finished.
SyncAll terminated with no errors.

Example 8: Export results to text file

Sometimes these commands can display a lot of information. You can export any of the examples
above to a text file, this makes it a little easier to review at a later time or save for documentation.

just add > c:\destination folder\filename.txt to the end of any of the commands

Here are a few examples
repadmin /replsummary > c:\it\replsummary.txt

repadmin /showrepl > c:\it\showrepl.txt

More examples

Find the last time your DC was
backed up

Repadmin /showbackup *

Displays calls that have not yet been
answered

repadmin /showoutcalls *

List the Topology information



repadmin /bridgeheads * /verbose

Inter Site Topology Generator Report

repadmin /istg * /verbose

Conclusion

As a system administrator, it is important that you know how to troubleshoot and verify replication
is working correctly. The repadmin is a simple yet powerful tool that you should know how to use.

| hope you found this guide useful. If you have any questions leave a comment below. If you liked

this article, check out: How to Use NSLookup to Check DNS Records.



https://activedirectorypro.com/use-nslookup-check-dns-records/

Windows

[Toonuncb channos
signtool.exe

TpebyeTcs yctaHoBUTb SDK - Windows Kits

C:\Program Files (x86)\Windows Kits\10\bin\10.0.19041.0\x64>signtool.exe sign /f
C:\Users\baa\Desktop\PSO.pfx /p Qwerty123 /fd sha256 /tr http://timestamp.digicert.com /td
sha256 C:\Users\baa\Desktop\pso.exe

/f C:\Users\baa\Desktop\PSO.pfx - TpebyeTcsa ykasaTb NyTb 40 cepTudmKaTa

/p Qwerty123 - Naposb cepTa

/fd sha256 - YKa3blBaeT aJiIrOpMTM XeLnpoBaHma ganna

/tr http://timestamp.digicert.com - Yka3biBaeT URL-afpec cepBepa METOK BPEMEHN

/td sha256 - icnonb3yeTcs € /tr onumen - ANA 3anpoca asropuTMa, UCNoJsib3yemMoro CepBepom
BpeMeHHbIX MeToK RFC 3161

C:\Users\baa\Desktop\pso.exe - NoannceiBaembln dann


http://timestamp.digicert.com
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Cetmn

KTo cnywaeT nopT B Linux

OTKPbITLIN AOCTYN K MOPTY XOTb U ABNSETCS yrpo3on 6e30nacHOCTN CUCTEMbI, HO MO CYyTU HUYEro
NJIOXOro He npeacTaBaseT 40 TeX Mop, NoKa ero He Ha4YMHaeT NCNoJiIb30BaTb NporpamMMa. A 4Tobbl
BbIACHUTb Kakad nporpaMmma CayLllaeT Kakon MopT MOXHO MCNOAb30BaTb yTuUAMThI "netstat" (nnm
"ss") n "Isof".

YT106bI Y3HATH MHGMOPMALIMIO O NPOrpaMMe, KOTopasi MPOC/yLIMBaET onpeaenéHHbIN NOPT, MOXHO
BOCMOJIb30BaTbCsA KOMaHAomn "Isof" co cnenyowWnmMm Knov4amu:

sudo lsof -i :HoMep noprta
3necb "HoMep_nopTa" - 3To uudgpa.

MpuMep pe3ysibTaTa BbINOJIHEHUS KOMaHAbl C 53 NopTOM:

$: sudo lsof -i :53

COMMAND  PID USER  TYPE NODE NAME

systemd-r 818 systemd-resolve IPv4 UDP localhost:domain
systemd-r 818 systemd-resolve IPv4 TCP localhost:domain (LISTEN)

Ho pekomeHOyeM 4alle 3anyckaTb KOMaHAY 019 NOJyYeHUA CrucKa nporpamMm, KoTopble
NCNoNb3yT Kakne-nnbo tcp/udp nopTbl. B 3TOM noMoraeT "netstat" nam "ss":

sudo netstat -lntup

Onuwem BCe KJII04N, KOTOPbIE NCMOJIb3YIOTCA B KOMaHae
e -| MoOKa3aTb TONbLKO NpocaywmBaemMble "LISTEN" nopThbl.
e -N NOKa3blBaTb ajpeca Kak ip, a He NblITaTbCA onpenenaTb JOMeHbI.
-t nokasbiBaTb TCP nopThl.
-u noka3sbiBaTb UDP nopTebl.
e -p NOKa3aTb Ha3BaHMe NporpamMmbl, KOTopas cayLlaeT rnopT.
Ecnum 3anycTnTb 3Ty KOMaHAy Ha Beb cepBepe, TO KOMaH4a pacrnevyaTaeT B TepMUHaie Takyo
NHopMaunto (HEKOTopble CTONBLbI CKPbIThI):

$: sudo netstat -lntup

Prt Local Addr State PID/Program
tcp 0.0.0.0:443 LISTEN 204/nginx
tcp 0.0.0.0:80 LISTEN 202/nginx
tcp 0.0.0.0:22 LISTEN 174/sshd



udp 127.0.0.1:323 233/chronyd

Mo pe3ynbTaTy MOXKHO 3aMeTUTb Kakas nporpamMma nNpocnayLlmnBaeT Kakon nopt. Ecam ip B cekumn
"Local Address" paseH "127.0.0.1", To 3TO floKasibHoe obpalieHne. Takon MopT MOXKHO He
3aKpbiBaTb )aepBOJIOM - OH U TakK He ByaeT focTyneH u3sHe. Ho ip ¢ Hynamum "0.0.0.0" roBopsaT 0
TOM, 4TO NporpamMma CayLlaeT BCe agpeca. To eCTb OHa npuMeT ntobon 3anpoc, B TOM 4ucne
BHELLHWA.



PaboTa C AnCKamMm



PaboTa c gnuckamm

PaboTa c ouckamm parted

Before allocation:

server:/$ df -h

Filesystem Size Used Avail Use% Mounted on

udev 1.5G 0 1.5G 0% /dev

tmpfs 301IM 1.1M 300M 1% /run

/dev/sda2 166G 13G 2.4G 84% /

tmpfs 1.5G 0 1.5G 0% /dev/shm

tmpfs 5.0M 0 5.0M 0% /run/lock

tmpfs 1.5G 0 1.56 0% /sys/fs/cgroup
/dev/1loop0 91M 91M 0 100% /snap/core/6350
tmpfs 301M 0 301IM 0% /run/user/1000

Now extend the partition:

server:/$ sudo parted

[sudo] password for username:

GNU Parted 3.2

Using /dev/sda

Welcome to GNU Parted! Type 'help' to view a list of commands.
(parted) print

Model: VMware Virtual disk (scsi)

Disk /dev/sda: 32.2GB

Sector size (logical/physical): 512B/512B

Partition Table: gpt

Disk Flags:
Number Start End Size File system Name Flags

1 1049kB 2097kB 1049kB bios grub
2 2097kB 17.2GB 17.2GB ext4

(parted) resizepart 2

Warning: Partition /dev/sda2 is being used. Are you sure you want to continue?
Yes/No? Yes

End? [17.2GB]? 32.2GB

(parted) q

Information: You may need to update /etc/fstab.

5. Thereafter, grow the filesystem using the resize2fs:

server:/$ sudo resize2fs /dev/sda2

resize2fs 1.44.1 (24-Mar-2018)

Filesystem at /dev/sda2 is mounted on /; on-line resizing required
old desc blocks = 2, new desc blocks = 4

The filesystem on /dev/sda2 is now 7860816 (4k) blocks long.



Finally, the disk capacity has increased:

server:/$ df -h

Filesystem Size Used Avail Use% Mounted on

udev 1.5G 0 1.5G 0% /dev

tmpfs 301M 1.1M 300M 1% /run

/dev/sda2 306 156 14G 53% /

tmpfs 1.5G 0 1.56G 0% /dev/shm

tmpfs 5.0M 0 5.0M 0% /run/lock

tmpfs 1.5G 0 1.56 0% /sys/fs/cgroup
/dev/1loop0 91M  91M 0 100% /snap/core/6350

tmpfs 301M 0 301IM

(o]
o°

/run/user/1000



PaboTa c gnuckamm

PaboTa ¢ anckamm lvm

KomMaHAabl C onnMcaHunem

df -h - oTobpakaeT cTaTyC AMCKOB B (DaJIOBON CUCTEME
fdisk -1 - MOKa3aTb KakMe eCTb AUCKN

1sblk - MOKa3aTb Kakue eCTb OUCKWN

cfdisk /dev/sdb - pefakTupoBaHue pasgena sdb
/etc/fstab - TyT NpoNuUCbiBaeM HOBblE ONCKMN

mount /media/hdd2 - mpucoegunHsAeT AUCK, NPOMUCaHHbIN B hanne fstab c nmeHem hdd2

ObHoBIEHME NHMbI O ANCKAX

echo 1 > /sys/block/sda/device/rescan

echo "- - -" | tee /sys/class/scsi host/host*/scan

How to add an extra second
hard drive on Linux LVM and
Increase the size of storage

Author: Vivek Gite Last updated: August 6, 2023 48 comments


https://www.cyberciti.biz/faq/howto-add-disk-to-lvm-volume-on-linux-to-increase-size-of-pool/#comments

lhave 250GB disk installed on my home Linux server. | just bought a brand new 250GB SATA disk
and | want to add a new disk to my existing LVM volume to increase its size total size to 500GB.
How do | add a disk to LVM and extend an LVM volume on Linux operating system?

Logical volume management (LVM) creates an easy to use layer over physical disks. You can
combine multiple disks and create logical storage volumes. This provides specific benefits such as:

No restriction on disk size

Increased disk throughput

Mirroring volumes for business critical data

Volume snapshots

Easy backups and restores using snapshots

Easy data relocation

Resizing storage pools (add or remove disks) without reformatting disks

NoukwhNR

This tutorial shows you how to make partitioning, formatting, and add a new disk to LVM
volume on Linux. For demo purpose, | am using Ubuntu VM, but the commands remain same for
bare metal or any other virtualization technology such as KVM, Xen, VMware and so on.

Warning: Be careful with lIvm/mkfs.ext4 and other commands, and device names as wrong device
name can wipe out all data. Proceed with caution and always keep full backups. The nixCraft or
author is not responsible for data loss.

Step 1 - Find out information about
existing LVM

LVM Storage Management divided into three parts:

1. Physical Volumes (PV) - Actual disks (e.g. /dev/sda, /dev,sdb, /dev/vdb and so on)

2. Volume Groups (VG) - Physical volumes are combined into volume groups. (e.g. my _vg
= /dev/sda + /dev/sdb.)

3. Logical Volumes (LV) - A volume group is divided up into logical volumes (e.g. my_vg
divided into my_vg/data, my_vg/backups, my_vg/home, my vg/mysqldb and so on)

Type the following commands to find out information about each part.

How to display physical volumes (pv)



Type the following pvs command to see info about physical volumes:
$ sudo pvs
Sample outputs:

Fig.01: How to display information about LVM physical volumes
Fig.01: How to display information about LVM physical volumes

So currently my LVM include a physical volume (actual disk) called /dev/vda5. To see detailed
attributes information, type:

$ sudo pvdisplay

Sample outputs:

Fig.02: See attributes of a physical volume (PV)

Fig.02: See attributes of a physical volume (PV)

From above output it is clear that our volume group named ubuntu-box-1-vg is made of a physical
volume named /dev/vda5.

How to display information about LVM
volume Groups (vQ)

Type any one of the following vgs command/vgdisplay command to see information about volume
groups and its attributes:

$ sudo vgs

OR

$ sudo vgdisplay

Sample outputs:

Fig.03: How to see information about LVM volume groups (vg)
Fig.03: How to see information about LVM volume groups (vg)

How to display information about LVM
logical volume (lv)

Type any one of the following Ivs command/lvdisplay command to see information about volume
groups and its attributes:

$ sudo lvs

OR

$ sudo lvdisplay

Sample outputs:


https://www.cyberciti.biz/faq/howto-add-disk-to-lvm-volume-on-linux-to-increase-size-of-pool/pvs-command-to-display-lvm-physical-volumes/
https://www.cyberciti.biz/faq/howto-add-disk-to-lvm-volume-on-linux-to-increase-size-of-pool/pvdisplay-show/
https://www.cyberciti.biz/faq/howto-add-disk-to-lvm-volume-on-linux-to-increase-size-of-pool/howto-see-lvm-volume-groups-infomation/

Fig.04: How to display information about logical volumes (Iv)
Fig.04: How to display information about logical volumes (Iv)

My ubuntu-box-1-vg volume group divided into two logical volumes:

1. /dev/ubuntu-box-1-vg/root - Root file system
2. /dev/ubuntu-box-1-vg/swap 1 - Swap space

Based upon above commands, you can get a basic idea how LVM organizes storage device into
Physical Volumes (PV), Volume Groups (VG), and Logical Volumes (LV):

Fig.05: How LVM organizes storage device into Physical Volumes (PV), Volume Groups (VG), & Logic
Fig.05: How LVM organizes storage device into Physical Volumes (PV), Volume Groups (VG), &
Logical Volumes (LV)

Step 2 - Find out information about
new disk

You need to add a new disk to your server. In this example, for demo purpose | added a new disk
drive, and it has 5GiB size. To find out information about new disks run:

$ sudo fdisk -1

OR

$ sudo fdisk -1 | grep '~Disk /dev/'

Sample outputs:

Fig.06: Find out installed disk names on Linux
Fig.06: Find out installed disk names on Linux

Another option is to scan for all devices visible to LVM2:
$ sudo lvmdiskscan
Sample outputs:

/dev/ram0@ [ 64.00 MiB]
/dev/ubuntu-box-1-vg/root [ 37.49 GiB]
/dev/raml [ 64.00 MiB]
/dev/ubuntu-box-1-vg/swap 1 [ 2.00 GiB]
/dev/vdal [ 487.00 MiB]
/dev/ram2 [ 64.00 MiB]
/dev/ram3 [ 64.00 MiB]


https://www.cyberciti.biz/faq/howto-add-disk-to-lvm-volume-on-linux-to-increase-size-of-pool/howto-see-display-information-lvm-logical-volumes/
https://www.cyberciti.biz/faq/howto-add-disk-to-lvm-volume-on-linux-to-increase-size-of-pool/understanding-lvm-architecture/
https://www.cyberciti.biz/faq/howto-add-disk-to-lvm-volume-on-linux-to-increase-size-of-pool/list-linux-disks-using-fdisk-lcommand/

/dev/ram4
/dev/ram5
/dev/vda5
/dev/ramb
/dev/ram7
/dev/ram8
/dev/ram9
/dev/raml0
/dev/ramll
/dev/raml2
/dev/raml3
/dev/raml4
/dev/raml5
/dev/vdb

2 disks

18 partitions
0 LVM physical volume whole disks
1 LVM physical volume

64.
64.
39.
64.
64.
64.
64.
64.
64.
64.
64.
64.
64.
.00

00
00
52
00
00
00
00
00
00
00
00
00
00

MiB]
MiB]
GiB]
MiB]
MiB]
MiB]
MiB]
MiB]
MiB]
MiB]
MiB]
MiB]
MiB]
GiB]

LVM physical volume

Step 3 - Create physical volumes
(pv) on new disk named /dev/vdb

Type the following command:
$ sudo pvcreate /dev/vdb
Sample outputs:

Physical volume "/dev/vdb" successfully created

Now run the following command to verify:

$ sudo lvmdiskscan -
Sample outputs:

WARNING: only considering LVM devices
39.52 GiB] LVM physical volume
5.00 GiB] LVM physical volume

/dev/vda5
/dev/vdb

1 LVM physical volume whole disk
1 LVM physical volume

[
[

Step 4 - Add newly created pv
named /dev/vdb to an existing lv



Type the following command to add a physical volume /dev/vdb to “ubuntu-box-1-vg” volume
group:

$ sudo vgextend ubuntu-box-1-vg /dev/vdb

Sample outputs:

Volume group "ubuntu-box-1-vg" successfully extended

Finally, you need extend the /dev/ubuntu-box-1-vg/root to create total 45GB (/dev/vdb (5G)+
existing /dev/ubuntu-box-1-vg/root (40G))

$ sudo lvm lvextend -1 +100%FREE /dev/ubuntu-box-1-vg/root

Sample outputs:

Size of logical volume ubuntu-box-1-vg/root changed from 37.49 GiB (9597 extents) to 42.52 Gif
Logical volume root successfully resized.

However, if you run df -h or any other command you will still see /dev/ubuntu-box-1-vg/root as 40G.
You need to run the following command to enlarge the filesystem created inside the “root” volume:
$ sudo resize2fs -p /dev/mapper/ubuntu--box--1--vg-root

Sample outputs:

resize2fs 1.42.13 (17-May-2015)

Filesystem at /dev/mapper/ubuntu--box--1--vg-root is mounted on /; on-line resizing required
old desc blocks = 3, new desc blocks = 3

The filesystem on /dev/mapper/ubuntu--box--1--vg-root is now 11146240 (4k) blocks long.

Verify it again using the df command or mount command. For example:
$ mount

$ mount | grep '/dev/mapper/ubuntu'’

OR

$ df -H

Sample outputs:

Filesystem Size Used Avail Use% Mounted on
udev 1.1G 0 1.1G 0% /dev

tmpfs 146M  12M 135M 9% /run
/dev/mapper/ubuntu--box--1--vg-root 456G 2.3G 416G 6% /

tmpfs 512M 0 512M 0% /dev/shm

tmpfs 5.3M 0 5.3M 0% /run/lock
tmpfs 512M 0 512M 0% /sys/fs/cgroup
/dev/vdal 495M 109M 361M 24% /boot

tmpfs 103M 0 103M

(o]
o°

/run/user/0


https://www.cyberciti.biz/faq/df-command-examples-in-linux-unix/
https://www.cyberciti.biz/faq/howto-use-grep-command-in-linux-unix/

PaboTa c gnuckamm

I3MeHeHnsa pa3Mepa
pa3aena

Complete Steps and Explanation

ssh to server, sudo -i to become root

Confirm there is a limited amount of disk space. In the output below, note the / (root) volume only
has 3.9 GB disk space:

user@server:~$ df -h

Filesystem Size Used Avail Use% Mounted on
udev 1.9G 0 1.9G 0% /dev

tmpfs 394M 1.1M 393M 1% /run
/dev/mapper/ubuntu--vg-ubuntu--1v 3.9G 3.2G 489M 87% /
tmpfs 2.0G 0 2.0G 0% /dev/shm

tmpfs 5.0M 0 5.0M 0% /run/lock

tmpfs 2.0G 0 2.0G 0% /sys/fs/cgroup
/dev/loop0® 89M 89M O 100% /snap/core/7270
/dev/sda2 976M 77M 833M 9% /boot
/dev/Tloopl 96M 90M 0 100% /snap/core/7713
tmpfs 394M 0 394M 0% /run/user/1000

Next confirm in Linux that there is actually a lot more space available. As you will see from the
output below, there is 246 on the /dev/sda3 volume. The other 1GB is used in the boot volume and
the BIOS boot

user@server:~# fdisk -1

Disk /dev/loop@: 88.5 MiB, 92778496 bytes, 181208 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes



Disk /dev/loopl: 89 MiB, 93327360 bytes, 182280 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/sda: 25 GiB, 26843545600 bytes, 52428800 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 4096 bytes

I/0 size (minimum/optimal): 4096 bytes / 4096 bytes
Disklabel type: gpt

Disk identifier: ED41F7A6-5D09-457B-A55C-C7F1E30DE419

Device Start End Sectors Size Type

/dev/sdal 2048 4095 2048 1M BIOS boot

/dev/sda2 4096 2101247 2097152 1G Linux filesystem
/dev/sda3 2101248 52426751 50325504 24G Linux filesystem

Disk /dev/mapper/ubuntu--vg-ubuntu--1lv: 4 GiB, 4294967296 bytes, 8388608 sectors

Units: sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 4096 bytes
I/0 size (minimum/optimal): 4096 bytes / 4096 bytes

The one set of instructions referred to starting this process using parted, so parted log is below.

The instructions as per Stack read something like:

“First you need to run parted and use its resizepart command to expand the partition to use the
whole disk, then run pvresize to tell LVM about the new space, then run lvresize to grow the logical
volume, and finally resize2fs on the logical volume to grow the filesystem to use the new space.

This can be done without a reboot.”

Please note however | diverted slightly from these steps. The first command | learnt / used in

parted, was just used to print the partition information:

user@server:~# parted
GNU Parted 3.2
Using /dev/sda

Welcome to GNU Parted! Type 'help' to view a list of commands.



(parted) print

Model: Msft Virtual Disk (scsi)

Disk /dev/sda: 26.8GB

Sector size (logical/physical): 512B/4096B
Partition Table: gpt

Disk Flags:

Number Start End Size File system Name Flags
1 1049kB 2097kB 1049kB bios grub

2 2097kB 1076MB 1074MB ext4

3 1076MB 26.8GB 25.8GB

(parted) quit

This was followed by me checking and re-checking information using fdisk and df -h to make sure |
was understanding the current situation.

Then | finally started the procedure:

user@server:~# parted

GNU Parted 3.2

Using /dev/sda

Welcome to GNU Parted! Type 'help' to view a list of commands.
(parted) resizepart

Partition number? 3

End? [26.8GB]?

(parted) quit

Information: You may need to update /etc/fstab.

user@server:~# pvresize /dev/sda3
Physical volume "/dev/sda3" changed

1 physical volume(s) resized / 0 physical volume(s) not resized

At this point | tried using 1lvresize but couldn’t get it to work. It appears there is both 1lvresize
and lvextend . As per the “microhowto.info” article:

“The difference is that lvextend can only increase the size of a volume, whereas Ivresize can
increase or reduce it.”



The first attempt at specifying 24GB did not work. After | completed the procedure | found that you
can also specify a flag 100%, but unfortunately, | didn’t get that information in time and just ended

up specifying 23GB. If | have the time | might try and use the 100% flag. For reference, the flag is
lvextend -1 +100%FREE /dev/VGNAME/LVNAME

Below first attempt but insufficient space:

user@server:~# lvextend --size 24G /dev/mapper/ubuntu--vg-ubuntu--1lv

Insufficient free space: 5120 extents needed, but only 5119 available

Second attempt reducing space to allocate:

user@server:~# lvextend --size 23G /dev/mapper/ubuntu--vg-ubuntu--1lv
Size of logical volume ubuntu-vg/ubuntu-lv changed from 4.00 GiB (1024 extents) to 23.00 GiB
(5888 extents).

Logical volume ubuntu-vg/ubuntu-lv successfully resized.

After lvextend, one has to use resize2fs . This was kind of scary because it appeared | was going
to work on a live disk, but it went quick.

user@server:~# resize2fs /dev/mapper/ubuntu--vg-ubuntu--1lv

resize2fs 1.44.1 (24-Mar-2018)

Filesystem at /dev/mapper/ubuntu--vg-ubuntu--1lv is mounted on /; on-line resizing required
old desc blocks = 1, new desc blocks = 3

The filesystem on /dev/mapper/ubuntu--vg-ubuntu--1lv is now 6029312 (4k) blocks long.

TADA! The disk is now 23G big as seen by df-h output below:

user@server:~# df -h

Filesystem Size Used Avail Use% Mounted on
udev 1.9G 0 1.9G 0% /dev

tmpfs 394M 1.1M 393M 1% /run
/dev/mapper/ubuntu--vg-ubuntu--1v 23G 3.2G 19G 15% /
tmpfs 2.0G 0 2.0G 0% /dev/shm

tmpfs 5.0M 0 5.0M 0% /run/lock

tmpfs 2.0G 0 2.0G 0% /sys/fs/cgroup
/dev/TloopO® 89M 89M 0 100% /snap/core/7270
/dev/sda2 976M 77M 833M 9% /boot
/dev/loopl 90M 90M 0@ 100% /snap/core/7713
tmpfs 394M 0 394M 0% /run/user/1000

user@server:~#



B Centos 7 pannoBasa cmctema no ymonyaHuto- xfs .

nopapnep>xka pansioBon cuctembl xfs TONBLKO paclUMPSeTCs, a He YMeHbluaeTcs. [No3Tomy, ecnn
Bbl XOTUTE U3MEHUTb pa3Mep hansioBon cuctemsl, ucnonblymnte xfs_growfs, a He resize2fs.

xfs _growfs /dev/root vg/root

MpumedaHve: 0N ncnosab3oBaHUa parnoBon cuctemsl extd

resize2fs /dev/root vg/root



PaboTa c gnuckamm

How to expand
/dev/mapper/cl-root
(/dev/mapper/centos-root)

Step-by-step instructions

When adding a Code Sample, please choose the 'Normal (DIV)' formatting, in order to avoid text
glitch over the page borders

---You MUST be root to perform the below steps---

1. Check the current disk status to ensure dev/mapper/cl-root /dev/mapper/centos-root) is exactly
50G and /dev/mapper/cl-home (/dev/mapper/centos-home) is much larger in size.
df -h

Example:
[root@ptaserver /]# df -h
Filesystem Size Used Avail Use% Mounted on
devtmpfs 7.8G 0 7.8G 0% /dev
tmpfs 7.8G 0 7.8G 0% /dev/shm
tmpfs 7.86 802M 7.0G 11% /run
tmpfs 7.8G 0 7.86 0% /sys/fs/cgroup
/dev/mapper/cl-root 50G 11G 40G 22% /
/dev/sdal 1014M 265M 750M 27% /boot
/dev/mapper/cl-home 441G  33M 441G 1% /home
tmpfs 1.6G 0 1.6G 0% /run/user/1001
tmpfs 1.6G 0 1.6G 0% /run/user/1007
tmpfs 1.6G 0 1.6G 0% /run/user/1003
tmpfs 1.6G 0 1.6G 0% /run/user/1005
tmpfs 1.6G 0 1.6G 0% /run/user/1006
tmpfs 1.6G 0 1.6G 0% /run/user/1008
tmpfs 1.6G 0 1.6G 0% /run/user/0

2. Stop PTA

service appmgr stop

3. Copy everything from the home directory out
cp -a /home /homeZ2



4. Unmount the volume
umount /dev/mapper/cl-home (umount /dev/mapper/centos-home)

5. Delete the home logical volume
Ivremove /dev/mapper/cl-home (lvremove /dev/mapper/centos-home)

Example:

[root@ptaserver /]# lvremove /dev/mapper/cl-home
Do you really want to remove active logical volume cl/home? [y/n]: y
Logical volume "home" successfully removed

6. Extend the root logical volume to take up the rest of the space
Ivextend -1 +100%FREE /dev/mapper/cl-root (lvextend -1 +100%FREE /dev/mapper/centos-root)

Example:

[root@ptaserver /]# lvextend -1 +100%FREE /dev/mapper/cl-root
Size of logical volume cl/root changed from 50.00 GiB (12800 extents) to 481.12 GiB (123167 e
Logical volume cl/root successfully resized.

7. Extend the xfs partition
xfs_growfs /dev/mapper/cl-root (xfs_growfs /dev/mapper/centos-root)

Example:

[root@ptaserver /]# xfs growfs /dev/mapper/cl-root
meta-data=/dev/mapper/cl-root isize=512 agcount=4, agsize=3276800 blks
= sectsz=512 attr=2, projid32bit=1

= crc=1 finobt=0 spinodes=0
data = bsize=4096 blocks=13107200, imaxpct=25
= sunit=0 swidth=0 blks
naming =version 2 bsize=4096 ascii-ci=0 ftype=1
log =internal bsize=4096 blocks=6400, version=2
= sectsz=512 sunit=0 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

data blocks changed from 13107200 to 128744448

8. Check that /dev/mapper/cl-root (/dev/mapper/centos-root) has been increased in size and that
/dev/mapper/cl-home (/dev/mapper/centos-home) has been removed
df -h

Example:



[root@ptaserver /]# df -h

Filesystem Size Used Avail Use% Mounted on
devtmpfs 7.8G 0 7.86 0% /dev

tmpfs 7.8G 0 7.8G 0% /dev/shm

tmpfs 7.86 810M 7.0G 11% /run

tmpfs 7.8G 0 7.8G 0% /sys/fs/cgroup
/dev/mapper/cl-root 492G 11G 481G 3% /

/dev/sdal 1014M 265M 750M 27% /boot

tmpfs 1.6G 0 1.6G 0% /run/user/1001
tmpfs 1.6G 0 1.6G 0% /run/user/0
tmpfs 1.6G 0 1.6G 0% /run/user/1007
tmpfs 1.6G 0 1.6G 0% /run/user/1003
tmpfs 1.6G 0 1.6G 0% /run/user/1005
tmpfs 1.6G 0 1.6G 0% /run/user/1006
tmpfs 1.6G 0 1.6G 0% /run/user/1008

9. Move the home directory data back and remove the temporary home2 directory
mv /home2/* /home/
rmdir /homeZ2

10. Remove the /dev/mapper/cl-home (lvremove /dev/mapper/centos-home) entry from /etc/fstab
vi /etc/fstab
DELETE the line:

/dev/mapper/cl-home /home xfs defaults 00

11. Start PTA
service appmgr start

12. Run Diagnostics to ensure PTA is functioning again:
RUN_DIAGNOSTICS



PostgreSQL



PostgreSQL

How to create read only user
In PostgreSQL

-- Create a group

CREATE ROLE readaccess;

-- Grant access to existing tables
GRANT USAGE ON SCHEMA public TO readaccess;

GRANT SELECT ON ALL TABLES IN SCHEMA public TO readaccess;

-- Grant access to future tables

ALTER DEFAULT PRIVILEGES IN SCHEMA public GRANT SELECT ON TABLES TO readaccess;

-- Create a final user with password
CREATE USER tomek WITH PASSWORD 'secret’;

GRANT readaccess TO tomek;



NGINX



Nginx - obpaTHbIN NPOKCK
ona Docker KOHTenHepoOB

Nginx - obpaTHbIN NPOKCK
ona Docker KOHTenHepoOB
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Nginx - o6paTHbIn Nnpokcn ansa Docker KOHTenHepoB

BBepeHune

YcTaHoBKa Nginx

Mpumep obpaTHOro npokcm ansa Docker KOHTenHepa

Bbinyck SSL ceptundunkaTa c nomouibio Certbot

BbiBOA,

BBepoeHumne

B naHHon HebosnblION 3aMeTKe pa3bepeM Ha NpuMepe, Kak ¢ nomoulbio Nginx caenaTb obpaTHbIN
npokcm ansa Bawmnx Docker koHTenHepos, Nginx 6yaem ncnonb3osaTb 6e3 Docker, pa3bepem Kak
HacTpouTb Nginx N Kak Noay4YnTb SSL cepTudmnKaT ONs Hallero cepemca 6ecnnatHo, C MOMOLLbIO
Certbot n Lets Encrypt

Tak »Ke, HM KTO He 3anpeLwlaeT noJib30BaTbCA Takown Bellbio Kak Nginx Proxy Manager, Traefik n

apyrnMmm cnocobamu ans nonayvyeHus pesynbTaTa.


https://books.uaky.ru/@dobriydenis/nginx-proxy-for-docker#MHPO
https://books.uaky.ru/@dobriydenis/nginx-proxy-for-docker#e3uX
https://books.uaky.ru/@dobriydenis/nginx-proxy-for-docker#RqsI
https://books.uaky.ru/@dobriydenis/nginx-proxy-for-docker#foJi
https://books.uaky.ru/@dobriydenis/nginx-proxy-for-docker#cL99
https://nginxproxymanager.com/
https://github.com/traefik/traefik

B naHHOIM 3aMeTKe pa3bepem 3TO Ha NpuMepe, Y Hac eCTb KOHTenHep ¢ Memos B Docker,
paboTaeT Ha 5230 nopTy, Mbl XOTUM 4TO Bbl OH Yy HaC OTKpPbIBaJICA MO HaLleMy OMEHHOMY UMEHN
memos.site.ru n ncnonbsosan https coeanHeHwne, a He No ip agpecy C NOPTOM

Mbl He XxOoTuM NpobpacbiBaTb Ky4y NOPTOB Ha poyTepe, ec/im Mbl HaXo4MMcs 3a natom, a OTKpbITb
ToNbKO 80 1 443 NopThl.

YcTtaHoBKa Nginx

Ecnn Nginx y Bac elle He yCTaHOBJIEH, TO YCTaHOBKa Ha Debian/Ubuntu nponssogntcsa gaHHom
KOMaHOO0W:

apt install nginx

MposepumM cTaTyc Nginx:

systemctl status nginx

2023-11-01-12 46 _32-vdsina-outline.jpg2023-11-01-12 46 _32-vdsina-outline.jpg
systemctl status nginx

Ecnun Bce xopoluo, nponoskaem pasbupaTtbcs ganblie, nobaBumM KoHdUr B Nginx oss Hallero
cepBuca

[Tpymep obpaTHOro NPoKCKH aOJis
Docker KoHTenHepa

Co3naem KoHour, B 4aHHOM cnydae ang Memos: (ganee no npuMmepy 3aMmeHunTe site.ru Ha ceoe
JOMEeHHoe nms):

nano /etc/nginx/sites-available/memos.site.ru

HobaBnaem Tyna coaepXnUmMoe HMXe, BaM HY)XHO 3aMeHUTb ANPEKTUBY server_name
memos.site.ru; Ha cBoe foMeHHOe nM4, a B proxy_pass http://localhost:5230; ykasaTb cBoun


https://lsetc.ru/ustanovka-self-hosted-servisa-dlja-zametok-memos-so-vstroennym-chat-gpt-v-docker/
https://lsetc.ru/ustanovka-self-hosted-servisa-dlja-zametok-memos-so-vstroennym-chat-gpt-v-docker/

NnopT cepBuca:

server {
listen 80;
server _name memos.site.ru;

location / {
proxy_pass http://localhost:5230;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;

1n -s /etc/nginx/sites-available/memos.site.ru /etc/nginx/sites-enabled/

Mepe3arpy>xaem Nginx n nposepsiem B bpay3epe A0CTYNHOCTb Mo AoMeHHOMY nMeHun http
://memos.site.ru:

systemctl restart nginx

Ecnn Bce oTKpbIBaeTCs, noem gasee n noaydaem SSL ceptudukar

Boinyck SSL cepTudmkaTa C
nomMmoLlbto Certbot

YcTtaHoBuM Certbot ona Beinycka SSL cepTudmrkaTa Ha Halle JOMEHHOe UMS:

apt install certbot python3-certbot-nginx

M BbiNnyCTUM caM SSL cepTugunkaT aHHON KOMaHOOW (3aMeHNTe OaHHble Ha CBOW):

certbot --non-interactive -m admin@site.ru --agree-tos --no-eff-email --nginx -d memos.site.ru

systemctl restart nginx



Ecnn Bce nmpowwno ycnewHo, To Certbot cam gobasut pegnpekT ¢ 80 Ha 443 MOpPT U AaHHbIE NO
cepTuUUKaTy B KOH(UI KOTOPbLIA Mbl co34ann 0o 3Toro /etc/nginx/sites-
available/memos.site.ru, 3axonum B 6pay3ep 1 npoeepsieM Tenepb https://memos.site.ru
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SCCM Pa3BepTka 25IT — VIHCTpPYKLMK, pelleHns omnbok 1 IT-ranabl Ans nosb3oBaTenen u

aAMUHNCTPATOPOB.

AAAB3QOODAoPeNqVUk1vmOAUvO+vQOolPeDuguvakZBKYO3QGOwAsZIglw15NutiQLtA6/z68GHLb
h1bqgsRIZ9MZN/PmUxiXisuEQkYKHI7XX580lh0qGtYGyBLACp6INivAaBAV66qGO0ZRHkKEoItzI4b
AOGNXNd6luOOUVrLIhvd09fefPaoF51/bnvBBR55eYFxGZz5IEFIQyV7Kvon52)7pNNXyagjy0X2wW
kZFrzmoMIsWv5mAHosKXoFRiBJQUL7ISPC8FWsRWrGkZIdzS1SzMwvSAkQH)p30LZOx4VrYGIvDt
OfngcpuF/FKJcELF+5gktDl/zIx4weTbx7XMzwf]8 7Nk7YO5vLrGtg2ersr75+NvRHHNgaOHVBPN
Waqgkr9dehpdsBAUTzUBLIsjaCIgKRE1xY/40VROTTyXjelelnf4C/YLtog6t8UQGGH/DQ10naCUAO
JILexAXYp+XlogZhH8Xefy6TSYXXO5TpZ7xt48PtD6qgA2HbfXWfFMJdm6Vg2YFSreDz8/XymFNy
GWS8RIOWRV/fhZNSHQ96 X]JQLHGfKsU9cQzOxYimXXakykWRVzipIRoR8X20YT3pRtkFWIhallK3d]
Gd/aqcdmbIFT4a9EPNOQ4XPSb0D2sxUMzAtAhQc1496m4ldwUUK+quhGkboOf3cLAIVAIEN27ieR
NtA1zkijMOLNvonRQQ1X02mm

jira software

AAAB3g00ODAoPeNgNU9FumzAUfecrkPbSPoBsyLoQCWkZUDVVSLaQZdqUIl1ltyCU7AIBuz8vczybJEn
dL20dfn3nvO8fGHZa7MGIRJPZMMR8QbOYEZhEVTIc6dEQIENIUShAb9VMIR13KIMWUpconLrsYZI
OgHB8ziOFsFkPDVmMgnxCMc++SxTSt+gJGz3XTHQXgwYWO9OYXEPcIUsLpf4jdCoZFWpQ1NAVIy4LYeO
ur+Dcq9/crSglVCwXnljgmw9S41kDcojsXi2P8AMVfj4HdwHzOvW(fIxclwsH7JMpYMfwdQlgxw27
ThfRD+X2Y4p5eWPknbzjrQrmI13Qzfcrv21f911Cf3pJEyimTV16MDVOrxXNHBVLgoCgOrxpjfnQ
LQW1UaljdOfrEsOpA1lr8ULSVeR/rif6EoUm92X8a2y5hM4sev8ttsL)YGXssVtpXG8XvSPKExm6L
jW+KpHmMIPHIY19XczC3Fky+i+PL99Ce+e/17dKJEM+RedRLzOQI1DHmMsMVSrzBvskqUKIru36Xu2
t+aNz0)88jidj0yz8ExYmC6yoGnV7L6Nz8n55w35CYNiIF5rBoVEYYy62wjk8ZrQSRAXWOGLhUfp5W
wirbK3dCCreaKWRpIK8BTp8gWuYP601VDswLAIUWAd3uQbOQZqc3psIOCPLWNnzyN2oCFApfI5SgVx
rliwwEjcl80a9QabDOcY5X02mm

service management


https://25it.su/
https://25it.su/

https://github.com/haxger/confluence/releases

https://github.com/haxger/confluence/releases/tag/vl1.2.2

https://github.com/quywiththecrack/jira-crack/tree/master

entrypoint-jira.sh

#!/bin/bash

# Konmupyem areHT B HYXHYH AUPEKTOpPWUI

cp /var/atlassian/atlassian-agent.jar /opt/atlassian/jira/atlassian-agent.jar

# [obaBnseM javaagent B setenv.sh

set -e

LINE="export JAVA OPTS="-javaagent:/opt/atlassian/atlassian-agent/atlassian-agent.jar
${JAVA OPTS}"'

for FILE in /opt/atlassian/jira/bin/setenv.sh /opt/atlassian/jira/bin/setenv32.sh; do
if [ -f "$FILE" ]; then
# MpoBepsieM, ecTb NN yXe CTpoKa
if ! grep -q "atlassian-agent.jar" "$FILE"; then
echo "Patching $FILE"
sed -i "1i$LINE" "$FILE"
else
echo "Already patched: $FILE"
fi
fi

done

# 3anyckaeM OpuruHanbHbIA CTapT-ckpunTt Jira

exec /opt/atlassian/jira/bin/start-jira.sh -fg


https://github.com/haxqer/confluence/releases
https://github.com/haxqer/confluence/releases/tag/v1.2.2
https://github.com/guywiththecrack/jira-crack/tree/master

