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How to Connect Office 365 Exchange Online Services to PowerShell

The default method for managing Microsoft Office 365 with all included applications is by using a
web browser and connecting to the web interface of Office 365 Admin Center and Exchange Admin
Center. This standard method has an intuitive graphical interface, but sometimes the capabilities of
the graphical user interface are not enough. For example, when you need to perform similar
actions with tens or hundreds of user accounts, it is better to use the CLI (command line interface)
rather than the GUI (graphical user interface). Moreover, some actions that can be done with
Exchange Online cmdlets are not available in the Admin Center.

Microsoft provides PowerShell to manage the products in the command line interface. Many
administrators have the habit of managing Microsoft Exchange Server via PowerShell. However,
standard commands of the Exchange PowerShell module that work in the local environment with a
standalone instance of Microsoft Exchange Server installed on a physical server or a virtual
machine cannot be used with Exchange 365 running in the cloud. This is because standard

PowerShell commands cannot connect to cloud services such as Azure and Office 365 backup,
including Exchange Online. For this reason, you will need to install special PowerShell modules that
allow you to connect to Office 365. The details of this process are covered in today’s blog post that
explains multiple methods of how to connect to Exchange Online PowerShell and consists of the
following parts:

e Requirements

e The Working Principle

e Manual Configuration

e Automated Configuration
e The Alternative Method

NAKIVO Backup & Replication offers improved backup capabilities by adding Microsoft Office 365

backup to its feature set. Start the Free Trial of our product, discover how NAKIVO Backup &
Replication works in your environment, and receive an Amazon eGift card for your feedback.



https://www.nakivo.com/microsoft-office-365-backup/
https://www.nakivo.com/resources/promo/try-and-buy-promo/

Requirements

There are some requirements that must be met to connect to Exchange Online PowerShell.

e You should use PowerShell on Windows 7 SP1, or newer desktop Windows versions and
Windows Server 2008 R2 SP1, or newer server Windows versions. Be aware that you need
to install .NET Framework 4.5 or later in addition to installing an updated version of
Windows Management Framework 3.0, 4.0, or 5.1.

e An internet connection is required. TCP port 80 must be opened to connect from your local
machine to the destination host.

e Access to Exchange Online PowerShell must be enabled for the current user (by default
such access is enabled for administrators).

You can manually enable access to connect to Exchange Online PowerShell for the particular user
with the command:

Set-User -ldentity user@domain.com -RemotePowerShellEnabled $true

Working Principle

You can connect to Exchange Online PowerShell, but this process is more complicated than using
PowerShell for managing a local Exchange Server. However, you can use the built-in PowerShell
console to manage remote cloud infrastructures. In this case, the console is called remote
PowerShell or PowerShell Remoting. The process of initiating a remote PowerShell session for Office
365 and Exchange Online is slightly different. You should download and install special components
before you can open a remote Office 365 session. Fortunately, the cmdlets required to initiate a
remote Exchange Online PowerShell are downloaded automatically when you create a remote
PowerShell session. Different sets of PowerShell cmdlets are used to manage Microsoft Office 365
and Microsoft Exchange Online.

The main reasoning behind connecting to Microsoft Exchange Online in PowerShell entails the
following:

e Creating a remote session to Exchange Online in PowerShell opened on your local
machine.

e Providing connection settings, passing authentication.

e Importing PowerShell cmdlets that are needed to manage Exchange Online remotely.

In today’s blog post, we will run PowerShell cmdlets on Windows 10.


https://www.nakivo.com/blog/essential-hyper-v-powershell-commands/

Manual Configuration

Let’'s review the manual method first, to understand the configuration principle better.
1. Open Windows PowerShell. You can do this with at least two methods.

la. Click Start, type ecmd, right click the Command Prompt item and select Run as Administrator
in the context menu.

1b. Go to Start > Windows PowerShell. Right click Windows PowerShell, and hit Run as
Administrator to make sure that you can run PowerShell commands without restrictions.

2. Enable running scripts (it is better to run this command in the beginning of preparing PowerShell
to manage Exchange Online and Office 365), otherwise you will get the error in future when
running the Import-PSSession command:

Import-PSSession : Files cannot be loaded since running scripts has been disabled on this system.
Provide a valid certificate with which to sign the files.

In order to execute scripts, the execution policy must be set to RemoteSigned.
Set-ExecutionPolicy RemoteSigned

Press Y to confirm changing the policy if prompted. You can also use the Set-ExecutionPolicy
Unrestricted command to use the Unrestricted policy. By default, the execution policy mode is
Restricted.

Change the execution policy before you connect to Exchange Online PowerShell

3. Run the command in PowerShell to get credentials and enter your administrator login/password
in the popup window to access Exchange Online. The user must have global administrative
permissions in Office 365.

$Credential=Get-Credential
How to connect to Office 365 PowerShell - saving credentials as the variable
The entered credentials will be saved in the variable and used in the next command as $Credential.

4. You have to create a remote PowerShell session with the New-P5Session cmdlet and running the
following command:

$Session = New-PSSession -ConfigurationName Microsoft.Exchange -ConnectionUri
https://outlook.office365.com/powershell-liveid/ -Credential $Credential -Authentication
Basic -AllowRedirection
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Notice that in this command, the target URL of the Exchange Online server running in the cloud
that must accept the request is set. After running the command, Microsoft Office 365 cloud servers
will provide you access to the appropriate Exchange Online virtual server associated with your
account.

How to connect to Exchange Online PowerShell - creating a new remote session

5. Exchange Online PowerShell cmdlets must be imported to the current session with the
command:

Import-PSSession $Session

You can see the progress bar while receiving the commands.

How to connect to Exchange Online PowerShell - importing Exchange online cmdlets to the current
After successfully running the command, you will see the following message.

How to connect to Exchange Online PowerShell - Exchange Online cmdlets have been imported suci

Note: If you use the MFA for your account, the standard cmdlets explained above will not work. If
you want to connect Exchange Online in PowerShell using MFA, run the following command:

Connect-EXOPSSession -UserPrincipalName YOUR_UPN
Where YOUR_UPN (user principle name) is the name of the Office 365 account you are using.

You may need to install Microsoft’s Exchange Online Remote PowerShell Module. Be aware that
when using this module, the session ends after one hour, which may be inconvenient for running
long scripts. Consider using Trusted IP addresses (i.e. the IP addresses of your organization) to
bypass MFA when connecting from the network of your company to Exchange Online PowerShell.

MFA (Multi-Factor-Authentication) is the advanced method of authentication that adds a second
layer of security. After entering a password, the confirmation code is sent to the user’s cell phone
and the user must enter the confirmation code to verify the account to get access to Office 365
cloud services.

6. Once you have connected to Office 365 and Exchange Online, you can manage your Office 365
cloud environment. Let’s verify that we have connected to Exchange Online correctly and list the
mailboxes of users, for example.

Get-Mailbox

Exchange Online PowerShell - checking mailboxes of users

You can list all cmdlets available for Exchange Online PowerShell with the following command:

Get-Command -Module tmp*
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The names of Exchange Online PowerShell cmmdlets are not converted.

7. When you end your work with Exchange 365, disconnect the session. This is the recommended
practice.

Remove-PSSession $Session

Unfortunately, no messages are displayed after executing this command. You can check whether
the session is disconnected by running the Get-MailBox command. If the session is disconnected,
you will get the error explaining that you cannot run Exchange Online cmdlets after disconnecting.

Why should you disconnect the session? Well, simply because the number of active concurrent
sessions that can be opened simultaneously is limited to three. If you open three Exchange Online
PowerShell sessions at once and don’t disconnect any of them when not in use, you will need to
wait until one of these sessions expires before you can connect to Exchange Online PowerShell
again from a new PowerShell console.

Automated Configuration

Now that you know the principle of how to connect to Exchange Online PowerShell manually, you
can use the automated method. The advantage of this method is the lower number of commands
you should enter.

1. Download the script from the Microsoft's web site. The name of the script file is
ConnectExchangeOnlinePowerShell.ps1 in this case.

2. Go to the directory where the script is located; in our example, the script is saved to
C:\temp_win\.

3. Before running the script, edit the script execution policy (similarly to what is shown in the first
method), otherwise you will get the error:

The file C:\temp_win\ConnectExchangeOnlinePowerShell.ps1 is not digitally signed. You cannot run
this script on the current system.

You can apply the Bypass execution policy to avoid this issue:
Set-ExecutionPolicy -Scope Process -ExecutionPolicy Bypass
Type Y to confirm the execution policy change.

Connect to Exchange Online PowerShell by using a PowerShell script

4. After that, you can run the script. If you don’t use MFA, run the script without additional
arguments:


https://gallery.technet.microsoft.com/Connect-to-Exchange-Online-7d7365e0
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.\ConnectExchangeOnlinePowerShell.psl
If MFA (Multi-Factor Authentication) is used in your Office 365 environment, try the command:
.\ConnectExchangeOnlinePowerShell.psl1l -MFA

5. Now that you have successfully connected to Exchange Online, you can manage your user
accounts, their mailboxes, etc. For example, you can list the mailboxes of your users:

Get-Mailbox

Exchange Online PowerShell is now connected - checking mailboxes

This script can be used to schedule and automate tasks. For example, you can connect to
Exchange Online without entering credentials in the interactive window as shown above. You can
enter your login and password in the command line as command options when executing the
script:

./ConnectExchangeOnlinePowerShell.psl -UserName admin@your_domain.com -
Password your_password

Keep in mind that entering passwords as plain text in the command line may be not secure.
6. When you finish to work with Exchange Online in PowerShell, don’t forget to end the session:

./ConnectExchangeOnlinePowerShell.psl -Disconnect

Alternative Method

Let’'s consider one more method that can be used to connect to Exchange Online PowerShell. This
method can be considered as a modification of the first method.

1. Create a new profile for PowerShell with the function:

New-item -type file -force $profile

2. Edit the profile configuration file in the text editor to add the function titled Connect-EXOnline:
notepad $profile

3. Add the following content to the PowerShell profile configuration file and change
username@domain.com to your account name, then save the text file.

Function Connect-EXOnline
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$credentials = Get-Credential -Credential username@domain.com
Write-Output “Getting the Exchange Online cmdlets”

$Session = New-PSSession -ConnectionUri https://outlook.office365.com/powershell-
liveid/ "

-ConfigurationName Microsoft.Exchange -Credential $credentials °
-Authentication Basic -AllowRedirection

Import-PSSession $Session

4. Close the current PowerShell window and open a new PowerShell window as Administrator. Run
the command to connect to Exchange Online PowerShell:

Connect-ExOnline
Enter your password in the popup window.

PowerShell connect to Exchange Online

5. When you have finished working with Exchange Online PowerShell, end the session with the
command:

Get-PSSession | Remove-PSSession
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ABTOMaTn4yeckad
penankauunsa obnacren
oTKa3oyctondmsoro DHCP
cepBepa Windows Server

‘ McTouHuK http://pyatilistnik.org/oshibki-20291-i-20292-na-dhcp-v-windows-server/

Kak s Hanucan Bbiwe, Microsoft 4o cux nop He pewwnao NnpobaeMy aBToMaTUYECKON pennkaumnum
OaHHbIX, 0 3ape3epBupoBaHHbIX IP-agpecax, gaxe B Windows Server 2019. TyT y Bac ABa
BapuvaHTa, NePBbI CaMblll TOMOPHbIA, 3TO PYYHOW 3anyCK Ha cepBepe, rae 6biiv N3MEHEHbI
HacTpounkun. Ansa 3Toro 3anyctute PowerShell n BBeante KomMaHAay:

Invoke-DhcpServerv4FailoverReplication -ComputerName dcO1.root.pyatilistnik.org

e dcOl.root.pyatilistnik.org - cepsep ¢ KOTOpOro Ml bygem penanymnpoBaTb HACTPONKM (
DHCP cepBep-napTHep)

B sTOM npumepe penanumpytoTcs Bce obnactm otpaboTkm oTkasa cny>xbel DHCP-cepBepa,
paboTatoLien Ha koMmnbtoTepe ¢ nmeHem dc0l.root.pyatilistnik.org, B 0gHY nam HECKOJIbKO
COOTBETCTBYOLLMX NapTHepPCKMX ciyx6 DHCP-cepBepa Ha OCHOBE OQHOMO WK HECKOJIbKUX
OTHOLLUEHNN 0TPaboTKM OTKa3a, B KOTOPbIX BKJAOYEeHbl cyxX6bl DHCP-cepBepa. ObpaTtute
BHMUMaHMe, 4TO Y Bac NMOABUTCA 3arpoc Ha NOATBEPXKAEHMEe OaHHOro AenCcTBUs. Ecnm xotuTe ero
nponyckaTb, ToO Heobxoammo pobasnThb Koy -Force.



Invoke-DhcpServerv4FailoverReplication -ComputerName dc01.root.pyatilistnik.org -Force

KomaHga Invoke-DhcpServerv4FailoverReplication -ComputerName dc01.root.pyatilistnik.org

Ecnv BaM He06Xo4MMO NPON3BECTU PEMNIMKALINIO HAacTPoeK oTPaboTKM 0TKa3a OTHOCUTENIbLHO
OLHOW rpynnbl, TO KOMaHAa 6yaeT BbirNsAeTbh BOT Tak:

Invoke-DhcpServerv4FailoverReplication -ComputerName dc01.root.pyatilistnik.org -Name
dcO1l.root.pyatilistnik.org-svt2019s01

B aTOM npumepe penanumnpyeTca KoOHGUrypaumsa scex obnacten, KoTopble ABASIOTCSA YacTblO
OTHoweHnsA oTpaboTkm oTKa3a ¢ umeHeM dcOl.root.pyatilistnik.org-svt2019s01 B cnyxbe
DHCP-cepBepa, paboTatowien Ha koMmnbloTepe ¢ umeHem dc0l.root.pyatilistnik.org, B cnyxby
DHCP-cepBepa napTHepa.

Pennnkauwns otpaboTku oTka3a 4yepe3 PowerShell

Mpeanono)XmnM, 4To BaM HeobBX04UMO BbIMOSHUTL pernankauno oTpaboTKku oTKasa, TOJIbKO AN
onpepeneHHbix obnacten, oasa 3Toro eCTb NapameTp -Scopeld, BOT npuMep as Moux obnacten:

Invoke-DhcpServerv4FailoverReplication -ComputerName dc01.root.pyatilistnik.org -Scopeld
192.168.31.0,192.168.32.0 -Force

3Haa Tenepb OCHOBHbIE KOMaHAbl, Bbl MOXXeTe co034aTb A1 ceba aBTOMaTUYeCKUIA CLeHapuin npu
KOTOpPOM y Bac byaeT nponcxognTb penankaumsa. TyT BCe NPOCTO Ha MOMOXXET CUEeHapui
PowerShell n nnaHupoBLUMK 3agaHnn, KoTopbln 6ByaeT cpabaTbiBaTbh Ha onpeneneHHoe cobbiTne B
»}ypHanax Windows.

Xo4y OTMETUTb, 4TO A U camMa Microsoft HacToATeNbLHO peKoMeHAYeT, BCEM aAMUHUCTPaTOpPaM
AenaTb N3MEeHeHNe HaCTPOeK UCKIIIOYNTENIbHO Ha OAHOM N3 CEPBEPOB NAapTHEPOB, @ Y>XKe NOTOM
penInuMpoBaTb Ha BTOPOWN, TaK MOXXHO FapaHTUPOBaTb, YTO BCE perninkn 6yayT KOPPEKTHbI U
MUHUMN3NPOBAHO KOJINYECTBO MNOTEPb BALLUNX U3MEHEHUI

ANropumtM OEnUCTBUN:
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e Co3paeTe B Active Directory HOBYtO y4eTHy0 3anncb, Hanpumep dhcp-replication n
Aernaere ee agMUHUCTpaTopoM Ha 06oux DHCP cepBepax, KTO BXOAUT B rpynny

penankaumn. Kak gatb npaBa Ha DHCP 4ynTanTe no ccbljike.

Co3gaHune y4eTHoM 3annucu ansa penamkauum obnacten otpaboTKy oTkasa

e Co3paeM Hebonbwon ckpunTt dhcp-replication.psl. 05 3Toro BaM npocTO HY>XXHO
OTKpbITb PowerShell ISE n BBeCcTn TaM KOMaHAy:

Invoke-DhcpServerv4FailoverReplication -ComputerName dcO1.root.pyatilistnik.org -
Force#dcO1l.root.pyatilistnik.org - cepsep ¢ KOTOpoOro Mbl byaem penamumnpoBaTb HACTPONKN (
DHCP cepBep-napTHep)

[Janee BamM NMpoCTO HY>XHO COXPaHUTbL ero B oopmaTe psl.

Co3pnaHune PowerShell ckpunta gnsa penankaumm DHCP

o Co3naeM 3agaHue B naaHuposLLmke Windows, koTopoe no cobbiTuio 6yaeT 3anyckaTb
BaLl CKpUNT. Mo4YeMy MMEHHO Mo CobbITUIO, BCE MPOCTO, YTOObI YMEHbLUNTbL KOJINYECTBO
6ecrnonesHoro Tpauka 1 HarpyskKy Ha Ball CcepBep.

Korpa Bbl Npon3BoanTe HOBOE pe3epBupoBaHue IP-agpeca Ha Bawem DHCP cepsepe, y Bac
reHepupyeTcsa cobbiTme ID 106.

ID 106: Pe3epBupoBaHue: [[192.168.31.109]] ansa IPv4 HacTpoeHo B obnacTtu
[[192.168.31.0]192.168.31.0] 4epe3 ROOT\AaMUHUCTpaTOP.

FeHepupyeTcsa OHO XypHanoM Microsoft-Windows-DHCP Server Events.
CobbiTne c kogom ID 106

N Tak, oTKponTe NAaHUPOBLLMK COBbITUIN, CaMbll BbICTPLIN CMOCOD6, 3TO B OKHe "BbINOJMIHUTDL",
BeecTu taskschd.msc.

KaK OTKPbITb MJIaHNPOBLLUNK 3adaHun

LLlenkaeM npaBbIM KJMKOM 1 CO3[A€M HOBYO, MPOCTYIO 3a4au4y.
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Co3paHue 3agaHuna no penavkauum 8 DHCP

Ha nepBoM ware, BaM HeobxoanMMo npuaymaTb UMS A5 Ballen 3a4avyn, MOXKHO HanucaTb, YTO
yrogHo, rnaBHoe, 4Tobbl BaM 6b1J10 MOHATHO.

3anosiIHeHME NONSA UMEHM 3a4a4M B MJAHNPOBLLNKE
Bbibupaem nyHKT "Mpun 3aHeCeHUMn B XXYpPHaNn yKa3aHHOro cobbitua".
Mpwn 3aHeCeHnn B XXypHas yKa3aHHOro cobbitms

danee 3anosiHAEeM TpU MyHKTA:

e XypHan - Microsoft-Windows-DHCP Server Events/PaboTaeT
e DHCP-Server
e Kopn cobbiTusa 106

44 1. co3paHune 3apaHunsa B niaHmposlnke Windows no pennmkaunm obnacten DHCP

OcTaBnsieM NyHKT "3anyCcTUTb NporpamMmmy".

3anyck nporpamMmsbl Yepes niaaHnposLwmk Windows

Hanee B none:

e [lporpamMmma nau cueHapun, Bbl yKasbiBaeTe powershell.exe

e B mone "NobaBuTb aprymeHThl" BBeanTe TekcT -WindowStyle Hidden -File
"C:\Scripts\dhcp-replication.psl”. e WindowStyle - 5T0 yka3aHne He noka3sblBaTb
Onanorosoe okHo, a aTpunbyT -File yka3biBaeT NyTb A0 Balwlero ckpunta PowerShell. Mbi

Takoe y>e pa3bupann B MeTogax 3anycka ckpunta PowerShell.

3anosiHaeM apryMeHTbl 04 3anycka ckpunta PowerShell

CMOTpMM CBOOHYIO MH(OPMaLMIO U 3aKpblBaeM MacTep HaCTPONKN NPOCTOro 3ajaHuns.
3aBeplueHne co3aHnA 3a4aHunA B MJIaHMPOBLLNKE

B pe3ynbTaTe Balle HOBOE 3aJaHVe MOSABUTCA B CMUCKE.

Cnuncok 3ajaHnin B NJaHUPOBLLNKE

HDanee HaMm HeobxoOMMO OTKPbLITb CBOMCTBA Ballero 3ajaHusa 1 B napaMmeTpax 6esonacHoCcTun
BbibpaTb CO34aHHOI0 paHee NoJib30BaTeNsl, OT MUMEHM KOToporo byaeT 3anyckaTbCs 3adaHue,
Aanee BbICTaBUTb ONumMio "BbINONIHUTL ANA BCeX NoJsib3oBaTenen" 1 noctaBuTb rajaky "
BbINOJIHUTbL C HAUBLICLUUMMU NpPaBaMun".
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Bce Tenepb xaem nossneHusa cobbitns ID 106, Bbl ero caMy MOXKeTe Bbl3BaTb, MyTEM
pe3epBupoBaHus IP-agpeca. Kak Buanm y meHs ycrnewHo otpaboTano moe 3agaHune n Bce
pe3epBupoOBaHHbIe IP-agpeca Ha TekylleM cepBepe, 6n1aronosy4yHo oTpenseunpoBanmcb Ha DHCP-
napTHepa.

C cobbiTnem ycTaHoBKN pe3epBupoBaHuns (ID 106) mbl pa3obpanunce, HO ewe ecTb n obpaTHas
ornepauwus, 3To yaaneHue pesepBmpoBaHuns IP-agpeca 3a onpefeneHHbIM KOMMbIOTEPOM, U TYT
reHepupyetcs cobeiTne ID 107.

ID 107: Pe3epBupoBaHue: [[192.168.31.118]] ana IPv4 ynaneHo B obnacTun
[[192.168.31.0]192.168.31.0] 4epe3z ROOT\AAMUHNCTpPATOP.

e KypHan Microsoft-Windows-DHCP Server Events/PaboTaeT
e /icTo4yHMK DHCP-Server

B ntore Bam Hy>XHO CO3[aTb Takoe e 3afaHune, Kak 1 B csiydae ¢ ID 106, Ho caenaTb anga ID 107
HEKOTOopble n3MeHeHUs. Tenepb NP BKJKOYEHUN N BbIKJIIOYEHUW apeHabl IP agpeca, Bce obnacTtu
oTpaboTkm ByayT aBTOMaTU4YeCKM CoraacoBaHbl 1 owmnbok ¢ ID 202091 v ID 20292 He A0O/IKHO
ObIThb.



[TONTHBLIN CMNUNCOK
nepemMeHHbIX cpen B
Windows 10

VARIABLE
%ALLUSERSPROFILE%
%APPDATAY%
%COMMONPROGRAMFILES%
%COMMONPROGRAMFILES(x86)%
%CommonProgramW6432%
%COMSPEC%
%HOMEDRIVE%
%HOMEPATH%
%LOCALAPPDATAY%
%LOGONSERVER%
%PATH%

%PathExt%
%PROGRAMDATAY%
%PROGRAMFILES%
%ProgramWe6432%
%PROGRAMFILES(X86)%
%PROMPT%
%SystemDrive%
%SystemRoot%
%TEMP%

%TMP%
%USERDOMAIN%

%USERDOMAIN_ROAMINGPROFILE%

WINDOWS 10
C:\ProgramData
C:\Users\{nmsa nonb3osaTtensa}\AppData\Roaming
C:\Program Files\Common Files
C:\Program Files (x86)\Common Files
C:\Program Files\Common Files
C:\Windows\System32\cmd.exe
C:\
C:\Users\{nmsa nonb3oBaTtensa}
C:\Users\{umsa nonb3osatensa}\AppData\Local
\\{domain_logon_server}
C:\Windows\system32;C:\Windows;C:\Windows\System32\Wbem
.com;.exe;.bat;.cmd;.vbs;.vbe;.js;.jse;.wsf;.wsh;.msc
C:\ProgramData
C:\Program Files
C:\Program Files
C:\Program Files (x86)
$P3$G
C:
C:\Windows
C:\Users\{nms nons3oBatens}\AppData\Local\Temp

C:\Users\{nms nonb3oBaTtens}\AppData\Local\Temp

Mofnb30BaTENbCKUA OOMEH, CBA3AHHbLIN C TeKyLlnM nonb3oBaTesieM.

Monb30BaTENLCKUA LOMEH, CBA3AHHbIN C nepemeLltaemMbiM nNpogusiem.



VARIABLE WINDOWS 10

%USERNAME% {nma nonb3oBaTensa}

%USERPROFILE% C:\Users\{nms nonb3oBaTens}

%WINDIR% C:\Windows

%PUBLIC% C:\Users\Public

%PSModulePath% %SystemRoot%\system32\WindowsPowerShell\v1.0\Modules\

%0neDrive% C:\Users\{ums nonb3oBatensa}\OneDrive

%DriverData% C:\Windows\System32\Drivers\DriverData

%CD% BbiBOOUT TeKywmin NyTb K KaTanory. (KomaHgHas CTpoka.)

%CMDCMDLINE% BbIBOOUT KOMaHOHYIO CTPOKY, UCMOJIb3yeMyto AJ15 3arnycKa TeKyLlero ceaHca

KOMaHOHOW cTpokn. (KoMmaHLHas CTpoKa.)

%CMDEXTVERSION% BbIBOAUT KOJINYECTBO TEKYLLMX paCLUMPEHNN KOMAHAHOro
npoueccopa. (KomaHaHasa cTpoKa.

%COMPUTERNAMEY% BbIBOOANT MMSA CUCTEMBI.

%DATE% BbiBOAUT Tekyulyto naTty. (KomaHgHas cTpoka.)

%TIME% Bpems BbIxofa. (KomaHOHaa CcTpoka.)

%ERRORLEVEL% BbIBOAUT YMCI0 ONpPenensatowmx cTaTyCc Belxoga npeabiayLien

KoMaHAbl. (KomaHgHas cTpoka.)

%PROCESSOR_IDENTIFIER% NoeHTudrkaTop npoweccopa

%PROCESSOR_LEVEL% Outputs processor level.

%PROCESSOR_REVISION% BbiBOL peBu3nm npoweccopa.
%NUMBER_OF_PROCESSORS% BbIBOAUT KOINYECTBO (PU3NYECKUX N BUPTYasibHbIX A4ep.
%RANDOM% BbiBoguT cny4vanHoe 4mucno ot 0 go 32767.

%0S5% Windows_NT

[MOMHMTE, YTO HEKOTOPLIE N3 YNOMAHYTbIX NePeMeHHbIX He 3aBUCAT OT MECTOIMOJIOXKEHNS, B
ToM 4Yncne % COMPUTERNAME%, %PATHEXT%, %PROMPT%, %USERDOMAIN%,
%USERNAME%.



YnpaBsieHne ponamMm um
dbyHkumnamm Windows Server
Cc noMmowbo PowerShell

Kak 4yepe3 PowerShell BbiBecTH
CNUNCOK BCeX YCTAaHOBJ/IEHHbIX
ponen n dyHkunm Windows Server

Ncnonb3synte komaHanet Get-WindowsFeature, 4Tobbl 0TO6pa3nTb CMNCOK BCEX AOCTYMHbIX POJIEN
n komnoHeHToB Windows Server. Ecam Bbl 3anyctute ero 6e3 napameTpos, Bbl yBUAUTE
nHhpopmaunto o6o Bcex komnoHeHTax Windows Server.

1 Get-WindowsFeature



OTobpaxkatoTcsa nmsa komnoHeHTa (Display Name), ero cuctemHoe nmsa (Name) n coctosiHme (
Install State: Installed, Available nin Removed). Cnucok posien n (pyHKUUA BbIFISANT KakK
0EepeBo C BJIOXKEHHbIMU posiiMUK, NoA06HOE TOMY, KOTOPOE Bbl BUAUTE NPU YCTAaHOBKE POEn B
rpacunyeckom nHTepdgence Server Manager. Y1obbl YyCTaHOBUTb U yAannTb Ntobble ponn nam
KOMMOHEHTbI C NoMoLbto PowerShell, Bbl f0/TKHbI 3HaTb UX CUCTEMHbIE MMEHA, YKa3aHHble B
ctonbue «Nmsa».

Mopackaska: Ecinm ponb nnm yHKLMA yaaneHbl, 3TO 03HAaYaeT, 4TO €€ yCTaHOBOYHbIe halnbl
yAasneHbl U3 CACTEMHOI0 KOMMOHeHTa sote (ana ymeHbleHnsa pasmepa nanku WinSxS), n Bbl He
CMOXXeTe yCTaHOBUTb posib 6e3 gocTtyna B VIHTepHET uan ycTaHoBo4HOro ISO aucka ¢ Windows
Server.

Bbl MOXeTe YOaJINTb POJIN NN KOMMOHEHTbI U3 XpPaHWINLWa cieayrounm o6pa30M:


https://pwsh.ru/wp-content/uploads/2021/08/Get-WindowsFeature.png

1 Uninstall-WindowsFeature -Name DHCP -Remove

YT06bl YCTAHOBUTL yAas€éHHYIO posb DHCP, ncnonb3ynTte 3ToT KOMaHANeT (BaM MoHagobutcs
npamon noctyn B UHTepHeT):

1 Install-WindowsFeature DHCP

Nnun Bbl MOXKeTe BOCCTAaHOBUTb ABOUYHbIE dansibl KOMMNOHEHTOB 13 ISO-06pa3a Windows Server:

1 Install-WindowsFeature DHCP -Source E:\sources\sxs

BblMOMGTGHGDEHMCHMTbyCTaHOBﬂeHHHe(byHKHMMCepBep&

1 Get-WindowsFeature | Where-Object {$ . installstate - eq
"installed" } | ft Name,Installstate

Cynsa no npuBeAEHHOMY HUMXKE CHUMKY 3KpaHa, 3TOT CepBep UCMOb3yeTCs B KayecTBe
KOHTpo/iSiepa goMeHa (ycTaHoBNeHa posib AD-Domain-Services), DNS cepBepa (ycTaHOB/IeHa
ponb DNS) n channosoro cepeepa (yctaHoBneHbl ponu FileAndStorage-Services, Storage-
Services). BONLLWMHCTBO APYrnX KOMMNOHEHTOB UCMOJb3YIOTCA A1 YNPaBJIEHUS UIN MOHUTOPUHIA
cepsepa.



Ecnn Bbl TOYHO HE 3HAETE UMS POJIU, Bbl MOXKETE NUCMOJIb30BaTb NOACTAHOBOYHbIE 3HAKMU.
Hanpumep, 4Tob6bl NPOBEPUTL, Kake BEB-KOMMOHEHTbI poau IS yCcTaHOBMEHbI, BbIMOJIHUTE 3Ty
KOMaHAy (CMHTaKCUC HEMHOIO COKpPALLLEH):

1 Get-WindowsFeature -Name web-* | Where installed


https://pwsh.ru/wp-content/uploads/2021/08/Get-WindowsFeature_Where-Object.png

Bbl MOXeTe MNoJIY4UTb CMNCOK YCTaHOBJIEHHbIX KOMIMOHEHTOB Ha yﬂ,aﬂéHHOM cepBepe Windows:

1 Get-WindowsFeature -ComputerName WMA KOMMbOTEPA | Where
installed | ft Name,Installstate

Bbl MOXXeTe ncnosb3oaTtb komaHpneT Get-WindowsFeature o015 novcka cepsepoB B BalleM
OOMeHe, Ha KOTOpbIX YCTaHOBMIEHa onpeaenéHHas poJsib. Bbl MoXKeTe BbINOAHATL MOUCK Ha CBOUX
cepBepax B KOHKpeTHOM noapa3aeneHun Active Directory ¢ nomoulbtio komaHaneTa Get-
ADComputer n3 moaynsa PowerShell ActiveDirectory nnm no npegocTaB/IEHHOMY CMUCKY
cepBepos ($ servers = ('serverl’, 'server2')).



https://pwsh.ru/wp-content/uploads/2021/08/get-windowsfeature-name-like-web.png
https://pwsh.ru/%D0%BA%D0%B0%D0%BA-%D1%83%D1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%B8%D1%82%D1%8C-%D0%B8-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D1%8C-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D1%8C-act/

Hanpumep, Bbl XOTUTE HanTK BCe hansoBble cepBepbl ¢ posbio FileAndStorage-Services B
YKa3aHHOM OpraHu3aunMoHHOM noapasgesnieHnn AD, TO UCNOb3ynTe CefyoWnin CKpUnT:

o Uk WN B

Import-Module ActiveDirectory

$Servers=Get-ADComputer -Properties * -Filter
{Operatingsystem -notlike "*2008 R2*" -and enabled - eq
"true" -and Operatingsystem -like "*Windows Server*" }
| select name

Foreach ($server in $Servers)

{

Get-WindowsFeature -name FileAndStorage-Services -
ComputerName $server.Name | Where installed | ft
$server.name, Name, Installstate

}



https://pwsh.ru/wp-content/uploads/2021/08/Get-WindowsFeature-2.png

MpuMep rnoncka KOHTpPoJIJIeEpa AOMEHa:

Import-Module ActiveDirectory
$Servers=Get-ADComputer -Properties * -Filter

{Operatingsystem -notlike "*2008 R2*" -and enabled - eq
"true" -and Operatingsystem -like "*Windows Server*" }

| select name

o U A WNB

Foreach ($server in $Servers)

{

Get-WindowsFeature -name AD-Domain-Services -
ComputerName $server.Name | Where installed | ft
$server.name, Name, Installstate

}

B pe3yfbTaTe Bbl MOJly4nTE CNUCOK CEPBEPOB, HA KOTOPbIX YCTAaHOBJIEHA KOHKPETHas poJib.

Kak ¢ nomoLwbio PowerShell
YCTAHOBUTb POJZIN N KOMMOHEHTHI
Windows Server?

[Ona yCcTaHOBKKU ponieit 1 KOMNOHEHTOB Ha Windows Server ncnosib3yeTtca komaHpneT Install-
WindowsFeature.

YT106bl YCTaHOBUTbL posib DNS-cepBepa U MHCTPYMEHTbI yrpaBaeHus (Bkao4Yas moayab Powershell
DNSServer) Ha Tekywunin cepsep, BbINOJHUTE C/IeAYIOWYI0 KOMaHAY:

1 Install-WindowsFeature DNS -IncludeManagementTools

YcTaHoBKa posn «Active Directory Domain Services»:

1 Install-WindowsFeature -Name AD-Domain-Services -
IncludeManagementTools

Mo ymMon4aHUio KOMaHAeT yCTaHABAVBAET BCE 3aBUCMMbIE POJIM U KOMMOHEHTbI. YTOObI
oT06pa3nTb CNMUCOK 3aBUCMMOCTEN Nnepes yCTaHOBKOW, ncnonb3ynte onuunio -Whatlf:

1 Install-WindowsFeature -Name UpdateServices -WhatIf



Y106bl YCTAHOBUTL POJib y3/1a CeaHca yaanéHHoro paboyero cTosa, posib anueH3npoBaHus RDS u
NHCTPYMEHTbI YAaNEHHOro ynpasneHus RDS, ncnonb3ynte cnefyouyo KOMaHay:

1 Install-WindowsFeature -ComputerName WMA_ KOMMbIOTEPA RDS-
RD-Server, RDS-Licensing -IncludeAllSubFeature -
IncludeManagementTools -Restart

Ecnn Bbl pobasute napameTp -Restart, Baw cepBep npu HeobxoammocTn byaeT aBTOMaTUYECKN
nepesarpy»xeH.

Bbl Tak)Xxe MoXeTe YCTaHOBUTb KOMMOHEHT C MOMOLLbIO Ceaytowen komaHabl. Hanpumep, 4To6bl
yCTaHOBUTb posib SMTP-cepBepa:


https://pwsh.ru/wp-content/uploads/2021/08/Install-WindowsFeature.png

Get-WindowsFeature -Name SMTP-Server | Install-
WindowsFeature

Kak ¢ nomoLwibio PowerShell
Pa3BEPHYTb POJIN HA HECKOJIbKUX
yAaneHHbIX cepBepax Windows?

EcTb eLLé OANH NHTEepeCHbI BapnaHT Npu pa3BEpPThIBaHUN TUMOBbLIX CepBepoOB. Bbl MoXxeTe
yCTaHOBUTb HeobxoAnMble PYyHKLUM Ha 3TanoHHOM cepBepe Windows 1 3KcnopTMpoBaTb CANCOK

yCTaHOBJIEHHbIX poJsien B hann CSV:

Get-WindowsFeature | where{$ .Installed - eq $True} |
select name | Export-Csv C:\PS\InstalledRoles.csv -

NoTypeInformation -Verbose
Get-Content C:\PS\InstalledRoles.csv



Mocne 3TOro Bbl CMOXKeTe UCMNosb30BaTb 3TOT CSV-thann ansg yCTaHOBKM TOro ke Habopa ponen
Ha OPYrux TUMNYHbIX CepBepax:

1 Import-Csv C:\PS\Roles.csv | foreach{ Install-
WindowsFeature $ .name }

Ecnn ponb nnm yHKUKNA y)Ke yCTaHoBNEHbI, KoMaHaa BepHET NoChangeNeeded n nponomxkuT
yCTaHOBKY c/ieaytowen pou.

Nnun, 4Tobbl yCTAHOBUTL OOVH U TOT »xe Habop posieit Ha HECKObKUX yOaNEéHHbIX cepBepax, Bbl
MO>KeTe NCMOJIb30BaTb 3Ty KOMaHAy:


https://pwsh.ru/wp-content/uploads/2021/08/Get-Content.png

$servers = ( 'ny-rdsl' , 'ny-rds2' ,’ny-rds3’,’'ny-
rds4’)

foreach ($server in $servers) {Install-WindowsFeature
RDS-RD-Server -ComputerName $server}

Kak ¢ nomoLwubio PowerShell
yOaJINTb POJiIb NN KOMIMOHEHT Ha

Windows Server?

YT106bI YOoanuTb ponn nnu pyHkumm Windows Server, ncnosibyetcs KomaHanet Remove-

WindowsFeature.

Hanpumep, 4Tobbl yOanMTb posib CEPBEPA NevaTu, BbIMNOJHUTE KOMaHAY:

Remove-WindowsFeature Print-Server -Restart



Ceptundukart gngd Linux B
LLeHTpe cepTudmnkKaynm
Active Directory

Ecnun B ceTn eCTb AOMEH C KOHTPOJIJIEPOM U LEeHTP cepTudukaumm Microsoft, ona BHyTpeHHero
NCNOJNIb30BaHMA MOXKHO CO34aBaTb COOCTBEHHbIE cepTuUdUKaThbl, AN KOTopbix 6pay3ep He byaeT
BblgaBaTb owmnbKy. Ecnm ¢ 3anpocom n ycTaHoBKOM cepTudurkaTa Ha Windows BO3HMKaeT MeHbLUe
BOMPOCOB, TO MoJiydeHne cepTudurkaTa A4 Linux BbINOHNTb HEMHOIO CJ/IOXKHEE.

B 3Ton cTaTbe Mbl CO34aANM MPaBUIbHbIN CepTUdUKAT C yKa3zaHueM asbTepHaTuBHOro DNS-
nMmeHun, 6e3 KoOToporo NporpaMMbl MOryT BO3BpawWaTbh owmnbKy cepTudumnkaTa.

1. dopmMmupyem pann 3anpoca (Ha
KoMnbloTepe C Linux)

[ns Havana co3gaeM KaTasior, B KOTOPOM MAaHNPYeEM XPaHUTb cepTUduKaTbl U NEepeniem B Hero,

HanpuMmep:
mkdir -p /etc/ssl/adcs

cd /etc/ssl/adcs

Co3paeM 3aKpbIThIA KJIHOY:

openssl genrsa -out private.key 2048

* B fJaHHOM ripymepe co3naH 2048-n bUTHbIV K/1tl0Y ¢ iMeHeM private.key
Co3paem hann c onncaHmem 3anpoca:

vi openssl.conf

[reql]
default_bits = 2048



prompt = no

default_ md = sha256
req_extensions = req_extensions
distinguished_name = dn

[dn]

C=RU

ST=SPb

L=SPb

O=Global Security

OU=IT Department
emailAddress=hostmaster@dmosk.ru
CN = *.dmosk.local

[req_extensions]
subjectAltName = @alter_name

[alter_name]
DNS.1 = *.dmosk.local

* rge cToutT 0bpaTuTb BHUMaHWE Ha C/eayIoLLee:

e sha256 (unn SHA-2) — asiroput™ LWUNGPOBaHUS;

e ¥, dmosk.local — vms y3/1a, K KOTOPOMY Mbl bygem obpalyaTbCsA. ITO O4EHb BaXKHbIV
MYHKT — HY>XHO, 4T0bbl M5 coBrnaaasio ¢ UMEHEM, 1o KOTOPOMY Oy Ay T BbIMNOJIHATLCA
obpatlueHus. B gaHHoM npumepe cozaaeTcs wildcart (qomMeH v BCce ero noAaa0MeEHbI)

e subjectAltName — asibTepHaTUBHbIE MMEHA CTann nMeTb 3HadeHue ¢ 2017 roga, Korga
HekoTopble Bpay3epbl NepecTany NpUHMMaTb cepTuukaTbl 6e3 ykazaHus
anbTepHaTUBHbIX DNS-nmeH.

Hanee co3gaeM KJ0Y 3anpoca cepTudukaTa:
openssl req -new -key private.key -out request.csr -config openssl.conf

* rge private.key — 3aKpbiTbiV K104, KOTOPbIVI 6b1J1 ChOPMUPOBaH Ha NpeablAyLLEM LUare;
request.csr — ¢pavisi, kKoTopbivi byaeT chopmupoBaH. B HeM By aeT 3anpoc Ha OTKPbITbIN KJIH0Y;

Mocne BbIMOJIHEHUSA KOMaHAbl, B KaTasiore NosBUTcs gain request.csr. BoiBeaem ero
coaepXnmoe, 4Tobbl MOCMOTPETHL 3aMnpoc:

cat request.csr

[o/KHbI yBUAETb YTO-TO Ha nogobue:

MIIC1jCCAb4CAQAWGZAXCzAJBgNVBAYTAIVMQwWwWCGYDVQQIDANTUGIXDDAKBgNV
BACMAINQY]EYMBYGA1UECgWPR2xvYmFsIFNIY3VyaXR5MRYWFAYDVQQLDA1JVCBE



ZXBhcnRtZW50MR4wHAYDVQQDDBVzaW1wbGVwbGFuLnNhdHMubG9jYWwxEzARBgNV
BAMMCNNpbXBsZXBsYW4wggEIMAOGCSqgGSIb3DQEBAQUAA4IBDWAwWggEKAOIBAQDZ
ze/WOQgnIbfzlIEsQUsmfUTnkYqOrCpzgjY360IFvgek5Y8NIFX/25PRbUy4N3D8r
c/7TmXt2dXmcnn7zeRQOB2g0AY8Wmeg3R6C+JH7TwxtkMj7FO8R59URXFN84Iu9Sj
26AW+Ax7474XnAocUBMSMUXbV2mMAP5Xm83sjvjELIOCcHXN8SPbc+EchZulLVLsIGXHz
Emz7V4D/ecahfSc2hCRG2Pc7SeFIADYdjyolLtykz5WyiloXkpEfSNQHIt2/A1k)5
h9/GPXMVJVLO2FgsI5HIGZyGnYWA+cP7sHOEDZNpLHHuEtfwx3bLxJPFnZDa0rPO
LhV/ux1e6b9ikrgeOxp9AgMBAAGgADANBgkqhkiGOWOBAQsFAAOCAQEAPVD2aVHS8
ZDz+6s8ecKr08eT3mA9cRCa7dZYFj4/vO/ZYrDH9QS459d0sYG+RN+JMGaFaY+X7
faE4mOBYsPIbhEYLRY5G)YXmOGMO5gM2HfPrcnnWXZbPQu/n5pR4ptvPYL7bilGb
z6hXb8ZtXUXwz1F20gTPOPu4+w8I123pzHRHICXcVSoZxe/A2XwusB5MrtyMEYtj
rB2kcOqQRktOulv5lobwnYaVGDk/7wl/zkb9K+RKZt4izKfFaSSyPn7wvpKSlaAf
S3SQjJ0tBckLbtwKrxdFBOB8bpylKUtHmMpX/zOmityC8PLXe6/vQ/DmM3B6QC4Ba
KdnRkOSPv8BGog==

YT106bI NPOBEPUTL COAEP>KMMOE 3anpoca, BBOAUM:
openssl req -noout -text -in request.csr
Mbl yBNAEM 4TO-TO Ha nogobue:

Certificate Request:
Data:
Version: 1 (0x0)
Subject: C = RU, ST = SPb, L = SPb, O = Global Security, OU = IT Department, emailAddress
= hostmaster@dmosk.ru, CN = *.dmosk.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:
00:e0:dd:17:1c:el:24:25:80:fe:a0:b3:39:95:bf:
9f:3b:a6:3f:62:c6:fa:40:19:0e:11:fe:9b:22:5b:
0c:67:57:08:b6:f4:36:4c:9c:aa:de:0b:ee:f2:11:
35:fc:18:36:ed:f5:€0:f9:82:98:bf:a5:1a:6f:a8:
13:20:2e:96:2a:68:13:db:e6:8e:0a:ce:fc:ee:cl:
fb:35:55:63:3f:bd:be:21:e7:f2:f3:fc:d3:b0:fd:
04:84:ce:84:29:2a:66:a9:ee:53:0e:f1:06:a2:b7:
0d:1c:8a:b9:e3:5d:ca:55:¢3:30:77:48:d3:eb:d4:
27:11:8f:28:33:da:d4:4d:05:b6:da:f7:ea:84:3b:
8f:97:7d:26:f5:6f:09:39:8a:79:fc:6e:d2:3a:db:
4e:e8:67:2a:a7:22:00:a0:6c¢:¢c1:99:50:ea:3c:f7:
27:33:d3:5f:02:ed:7e:9e:66:17:fc:f3:af:f8:ef:
36:9e:da:3d:6c:c7:d3:b3:8b:4b:45:12:21:84:34:
02:a5:0b:41:al1:6a:a3:91:6¢:b0:87:d4:5b:cc:cc:



f2:6¢:17:4¢:8b:46:40:65:5d:ca:8c:c0:f7:af:14:

ad:58:1e:80:f5:67:16:1e:de:da:a5:7b:05:a6:f8:

08:75:4b:8c:fe:53:e6:¢8:50:00:30:ff:47:25:49:

47:c3

Exponent: 65537 (0x10001)
Attributes:
Requested Extensions:
X509v3 Subject Alternative Name:
DNS:*.dmosk.local
Signature Algorithm: sha256WithRSAEncryption

02:03:bc:8b:d3:4e:8f:2c:b2:22:39:dd:9b:fb:33:29:¢c1:49:
95:b7:39:11:51:b2:40:dc:57:6c:3e:d5:66:6d:16:57:3f:15:
03:cf:9b:39:95:1f:2b:13:09:86:f8:d5:69:b0:ac:cd:dc:64:
9f:98:b7:f4:75:79:2a:16:d6:42:15:f4:1a:28:f3:3b:e3:f5:
eC:34:98:f5:18:3e:72:95:ed:93:e5:e4:62:b3:3e:ce:71:09:
9d:7f:ec:84:10:59:43:42:cd:0d:bd:4e:fd:c3:3e:44:ab:73:
e0:ae:5d:67:¢7:74:f0:30:0¢:29:55:dc:16:4b:5f:a5:7f:be:
8b:ec:64:3b:63:91:bb:48:d2:64:e5:8f:c0:09:db:7b:a3:10:
8e:69:da:f7:88:00:a2:5a:60:dd:d9:3c:ef:b9:59:f4:b5:ab:
00:d9:f9:31:6b:cl:c6:bl:ea:77:71:be:63:2c:e7:92:57:89:
2a:5e:83:a9:e1:1¢:56:¢2:60:62:73:5d:bc:27:83:fb:bc:ca:
9a:75:52:58:d6:02:d3:e8:37:b1:28:0e:89:62:97:9f:c4:f1:
52:60:ed:95:59:2b:cd:69:29:9d:¢c2:30:1e:56:12:03:f4:17:
3f:57:a2:b6:e7:b0:47:4e:0e:5a:b8:5e:0c¢:05:45:76:¢5:49:
f0:42:94:fa

2. BblnyckaeM cepTuduKkaT

Konupyem comepxumoe panna 3anpoca (request.csr) n oTKpbIBaeM Beb-CTpaHULY LIeHTpa
cepTndunKaumnm — Kak NpaBuo, 3To UM cepBepa unu IP-agpec + certsrv, Hanpumep,
http://192.168.0.15/certsrv/.

B OTKpbIBLLEMCS OKHE MepexoanM Mo CCbi/IkaM 3anpoca cepTudmKaTa - pacLUMpPEeHHbIN 3anpoc
ceptudukaTa.

B none «CoxpaHeHHbIN 3anNpoc» BCTaBASEM CKOMMPOBAHHbLIN 3anpoc, B a noje «LWabnoH
cepTudunkaTa» Bbibupaem Beb-cepBep:

BBoAMM AaHHble ANs NoJyYeHus cepTudmrkaTa
Ha)xvumaeM BbigaTh 1 CKayMBaeM cepTURUKAT MO CCbiIKe 3arpy3uTb cepTudmukar:

3arpyska rotoBoro ceptugukaTa



3. YCTaHOBKa cepTudunkaTta Ha
Linux

MNepeHOCUM NOJTYHEHHbI CepTUMMKAT Ha KOMMblOTEp ¢ Linux.

Mocne Heobxoanumo ckoHBepTUpoBaTb DER-cepTudmkaTt (o1 AD CS) B PEM-cepTudunkat (ans
Linux). nga aToro BBOAUM C/IeAyIOLLYI0O KOMaHAY:

openssl x509 -inform der -in certnew.cer -out public.pem

* rge certnew.cer — avizi, KOTOPbIV Mbl MOJ1YYnNIN OT LUeHTPa cepTugukaumm AD CS (Kak
npaBuio, y Hero takoe ums),; public.pem — nmsa PEM-cepTugpunkaTa.

CepTudmkaT roToB K NCMOJIb30BaHMUO. Mbl chopMmnpoBasnn:

1. private.key — 3aKpbITbIN KJtOY.
2. public.pem — OTKpPbITbIN KJOY.



Pennunkauuna Active
Directory

Repadmin: How to Check
Active Directory Replication

Example 2: Summarize the replication
status and view the overall health

The first command you should use is replsummary. This command will quickly show you the overall
replication health. This command will show you the percentage of replication attempts that have
failed as well as the largest replication deltas.

repadmin /replsummary
Results displayed

:\WINDOWS\system32>repadmin /replsummary
Replication Summary Start Time: 2018-03-13 04:44:54

Beginning data collection for replication summary, this may take awhile:

Source DSA largest delta fails/total %% error
DC1 52m:48s ©/ 5 0

DC2 52m:46s 06/ 5 0
Destination DSA largest delta fails/total %% error
DC1 52m:46s 0/ 5

0
DC2 52m:48s ©/ 5 0



Example 3: Show replication partner and
status

Next, use the following command to see the replication partner as well as the replication status.
This helps you understand the role of each domain controller in the replication process.

In addition, this command displays the GUID of each object that was replicated and its result. This
is helpful to identify what objects are failing to replicate.

repadmin /showrepl
Results displayed

C:\Users\rallen>repadmin /showrepl

Repadmin: running command /showrepl against full DC dcl.ad.activedirectorypro.com
Default-First-Site-Name\DC1

DSA Options: IS GC

Site Options: (none)

DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72

DSA invocationID: a4d22a63-1918-492a-bcd6-7fe286941e72

==== INBOUND NEIGHBORS

DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-13 03:52:08 was successful.

CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-13 03:52:08 was successful.

CN=Schema, CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-13 03:52:08 was successful.

DC=DomainDnsZones,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-13 03:52:08 was successful.

DC=ForestDnsZones,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408



Last attempt @ 2018-03-13 03:52:08 was successful.

Example 4: Show replication partner for a
specific domain controller

If you want to see the replication status for a specific domain controller use this command.
replace <ServerName> with the name of your domain controller.

repadmin /showrepl <ServerName>
Results displayed

C:\WINDOWS\system32>repadmin /showrepl dc2
Default-First-Site-Name\DC2

DSA Options: IS GC

Site Options: (none)

DSA object GUID: 57alcfbc-88bb-41lda-ala6-f14f5c9df408
DSA invocationID: 2eb95693-bfa7-4f3f-b52c-139737aa883f

==== INBOUND NEIGHBORS

DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC1l via RPC
DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72
Last attempt @ 2018-03-14 04:21:02 was successful.

CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC1l via RPC
DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72
Last attempt @ 2018-03-14 03:52:07 was successful.

CN=Schema, CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC1l via RPC
DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72
Last attempt @ 2018-03-14 03:52:07 was successful.

DC=DomainDnsZones,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC1l via RPC
DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72
Last attempt @ 2018-03-14 03:52:07 was successful.

DC=ForestDnsZones,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC1l via RPC
DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72
Last attempt @ 2018-03-14 03:52:07 was successful.



Example 5: Show only Replication Errors

The showrepl command can output a lot of information. If you want to see only the errors use this
command. In this example, DC2 is down, you can see the results are all errors from DC2.

C:\WINDOWS\system32>repadmin /showrepl /errorsonly

Repadmin: running command /showrepl against full DC dcl.ad.activedirectorypro.com
Default-First-Site-Name\DC1

DSA Options: IS GC

Site Options: (none)

DSA object GUID: a4d22a63-1918-492a-bcd6-7fe286941e72

DSA invocationID: a4d22a63-1918-492a-bcd6-7fe286941e72

==== INBOUND NEIGHBORS

DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-15 04:19:38 failed, result 8524 (0x214c):
The DSA operation is unable to proceed because of a DNS lookup failure.
1 consecutive failure(s).
Last success @ 2018-03-14 07:52:08.

CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-15 04:19:38 failed, result 8524 (0x214c):
The DSA operation is unable to proceed because of a DNS lookup failure.
1 consecutive failure(s).
Last success @ 2018-03-14 07:52:08.

CN=Schema, CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-15 04:19:38 failed, result 8524 (0x214c):
The DSA operation is unable to proceed because of a DNS lookup failure.
1 consecutive failure(s).
Last success @ 2018-03-14 07:52:08.

DC=DomainDnsZones,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC
DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-15 04:19:38 failed, result 8524 (0x214c):
The DSA operation is unable to proceed because of a DNS lookup failure.
1 consecutive failure(s).
Last success @ 2018-03-14 07:52:08.

DC=ForestDnsZones,DC=ad,DC=activedirectorypro,DC=com
Default-First-Site-Name\DC2 via RPC



DSA object GUID: 57alcfbc-88bb-41da-ala6-f14f5c9df408
Last attempt @ 2018-03-15 04:19:38 failed, result 8524 (0x214c):
The DSA operation is unable to proceed because of a DNS lookup failure.
1 consecutive failure(s).
Last success @ 2018-03-14 07:52:08.
Source: Default-First-Site-Name\DC2

**F*k*k*% 1 CONSECUTIVE FAILURES since 2018-03-14 07:52:08

Last error: 8524 (0x214c):
The DSA operation is unable to proceed because of a DNS lookup failure.

Example 6: Show replication Queue

It is normal to see items in the queue. If you have a small environment it will often be at zero
because there are few replications that occur. If you notice items sitting in the queue and they
never clear out, you have a problem.

Use this command to view the replication queue
Repadmin /Queue
Results displayed

C:\Users\rallen>repadmin /queue

Repadmin: running command /queue against full DC dcl.ad.activedirectorypro.com
Queue contains 0 items.

Example 7: How to Force Active Directory
Replication

Use the following command if you want to force replication between domain controllers. You will
want to run this on the DC that you wish to update. For example, if DC1 is out of sync | would run
this on DC1.

This will do a pull replication, which means it will pull updates from DC2 to DCL1.
repadmin /syncall dcl /Aed

If you want to push replication you will use the /P switch. For example if you make changes on DC1
and want to replicate those to other DCs use this command.

repadmin /syncall dcl /APed



Results displayed

C:\WINDOWS\system32>repadmin /syncall dcl /Aed
Syncing all NC's held on dcl.
Syncing partition: DC=ForestDnsZones,DC=ad,DC=activedirectorypro,DC=com
CALLBACK MESSAGE: The following replication is in progress:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: The following replication completed successfully:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: SyncAll Finished.
SyncAll terminated with no errors.

Syncing partition: DC=DomainDnsZones,DC=ad,DC=activedirectorypro,DC=com
CALLBACK MESSAGE: The following replication is in progress:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: The following replication completed successfully:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: SyncAll Finished.
SyncAll terminated with no errors.

Syncing partition: CN=Schema,CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
CALLBACK MESSAGE: The following replication is in progress:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: The following replication completed successfully:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: SyncAll Finished.
SyncAll terminated with no errors.

Syncing partition: CN=Configuration,DC=ad,DC=activedirectorypro,DC=com
CALLBACK MESSAGE: The following replication is in progress:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: The following replication completed successfully:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: SyncAll Finished.
SyncAll terminated with no errors.

Syncing partition: DC=ad,DC=activedirectorypro,DC=com
CALLBACK MESSAGE: The following replication is in progress:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com
CALLBACK MESSAGE: The following replication completed successfully:
From: 57alcfbc-88bb-41da-ala6-f14f5c9df408. msdcs.ad.activedirectorypro.com
To : a4d22a63-1918-492a-bcd6-7fe286941e72. msdcs.ad.activedirectorypro.com



CALLBACK MESSAGE: SyncAll Finished.
SyncAll terminated with no errors.

Example 8: Export results to text file

Sometimes these commands can display a lot of information. You can export any of the examples
above to a text file, this makes it a little easier to review at a later time or save for documentation.

just add > c:\destination folder\filename.txt to the end of any of the commands

Here are a few examples
repadmin /replsummary > c:\it\replsummary.txt

repadmin /showrepl > c:\it\showrepl.txt

More examples

Find the last time your DC was
backed up

Repadmin /showbackup *

Displays calls that have not yet been
answered

repadmin /showoutcalls *

List the Topology information

repadmin /bridgeheads * /verbose

Inter Site Topology Generator Report



repadmin /istg * /verbose

Conclusion

As a system administrator, it is important that you know how to troubleshoot and verify replication
is working correctly. The repadmin is a simple yet powerful tool that you should know how to use.

| hope you found this guide useful. If you have any questions leave a comment below. If you liked
this article, check out: How to Use NSLookup to Check DNS Records.



https://activedirectorypro.com/use-nslookup-check-dns-records/

[Toonucb channos
signtool.exe

TpebyeTcsa yctaHoBuTb SDK - Windows Kits

C:\Program Files (x86)\Windows Kits\10\bin\10.0.19041.0\x64>signtool.exe sign /f
C:\Users\baa\Desktop\PSO.pfx /p Qwerty123 /fd sha256 /tr http://timestamp.digicert.com /td
sha256 C:\Users\baa\Desktop\pso.exe

/f C:\Users\baa\Desktop\PSO.pfx - TpebyeTcsa ykasaTb NyTb 40 cepTuUMKaTa
/p Qwerty123 - Naposb cepTa

/fd sha256 - YKa3blBaeT aJiIrOpMTM XeLnpoBaHma ganna

/tr http://timestamp.digicert.com - Yka3biBaeT URL-agpec cepBepa METOK BPEMEHN

/td sha256 - icnonb3yeTcs € /tr onuumen - ANA 3anpoca asropuTMa, UCNoJsib3yeMoro CepBepom
BpeMeHHbIX MeToK RFC 3161

C:\Users\baa\Desktop\pso.exe - NoannceiBaemMbin dann


http://timestamp.digicert.com

