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There are a few reasons that will degrade the performance of virtual machines such as a disk I/O
bottleneck, resource contention, misconfigurations and other problems.

When too many VMs compete for limited resources, results will inevitably suffer.

The effort it takes to solve the storage I/O bottleneck is a variety of ways, it may be from physical
infrastructure choices to configuration changes.

The starting point for solving your I/O problems will be VM monitoring and establishing baseline
performance.

From there, you can examine the IOPS read vs. write IOPS, network cards, and certain points which
may contribute to the I/O bottlenecks.

With the right approach and the right technology, administrators can resolve the problems that
caused the dismal performance of the infrastructure.

When performing troubleshooting with ESXi/ESX storage, use command line tools which require
you to identify a specific disk or LUN connected to ESXIi/ESX.

This article provides information on different ways to identify these disks. This can be part of
troubleshooting, primarily due to the storage component of the virtual environment.

Display availabke command for esxcli storage :

~ # esxcli storage

Usage: esxcli storage {cmd} [cmd options]

Available Namespaces:

core VMware core storage commands.
nfs Operations to create, manage, and remove Network Attached Storage
filesystems.

nmp VMware Native Multipath Plugin (NMP). This is the VMware default



implementation of the Pluggable Storage Architecture.

san
vflash
vmfs
filesystem

ESX host.

I0 device management operations to the SAN devices on the system.
virtual flash Management Operations on the system.
VMFS operations.

Operations pertaining to filesystems, also known as datastores, on the

Display availabke command for esxcli storage -> vmfs :

~ # esxcli storage vmfs

Usage: esxcli storage vmfs {cmd} [cmd options]

Available Namespaces:
snapshot

extent

Available Commands:
unmap

upgrade

Manage VMFS snapshots.
Manage VMFS extents.

Reclaim the space by unmapping free blocks from VMFS Volume

Upgrade a VMFS3 volume to VMFS5.

~ # esxcli storage vmfs extent

Usage: esxcli storage vmfs extent {cmd} [cmd options]

Available Commands:

list

List the VMFS extents available on the host.

List the VMFS extents available on the host :

~ # esxcli storage vmfs extent list

Volume Name VMFS UUID

Extent Number Device

Name Partition
datastorel 52a0db3f-d87636dc-61bb-28924a2f1bcO 0

t10.ATA VBO250EAVER Z3TDY30B 3
datastore2 53f6103b-e2c46411-13e9-28924a2f1bcO 0

t10.ATA WDC WD1600AAJS2DOOL7A0 WD2DWCAV36165769 1

~ # esxcli storage filesystem

Usage: esxcli storage filesystem {cmd} [cmd options]



Available Commands:

automount Request mounting of known datastores not explicitly unmounted.

list List the volumes available to the host. This includes VMFS, NAS, VFAT
and UFS partitions.

mount Connect to and mount an unmounted volume on the ESX host.

rescan Issue a rescan operation to the VMkernel to have is scan storage
devices for new mountable filesystems.

unmount Disconnect and unmount and existing VMFS or NAS volume. This will not
delete the configuration for the volume, but will remove the

volume from the list of mounted volumes.

List the volumes available to the host. This includes VMFS, NAS and VFAT partitions :

~ # esxcli storage filesystem list
Mount Point Volume Name

UUID Mounted Type Size Free

/vmfs/volumes/52a0db3f-d87636dc-61bb-28924a2f1lbc® datastorel 52a0db3f-d87636dc-61bb-
28924a2f1bcO true VMFS-5 244544700416 52979302400
/vmfs/volumes/53f6103b-e2c46411-13e9-28924a2f1lbcO® datastore2 53f6103b-e2¢c46411-13e9-

28924a2f1bcoO true VMFS-5 159987531776 14871953408
/vmfs/volumes/556a99d3-4dc8997f-b819-28924a2f1bc0O 556a99d3-4dc8997f-b819-
28924a2f1bcO true vfat 4293591040 4255121408

/vmfs/volumes/4a052e7f-ed60f807-e327-66c4dch34a59 Hypervisorl 4a052e7f-ed60f807-e327-
66c4dcb34a59 true vfat 261853184 96874496
/vmfs/volumes/25230d7e-4dcb47f9-390e-25a3db175fe7 Hypervisor2 25230d7e-4dch47f9-390e-
25a3db175fe7 true vfat 261853184 96976896
/vmfs/volumes/2da668ef-40e5d96b-90bf-855ddb9c5547 Hypervisor3 2da668ef-40e5d96b-90bf-
855ddb9c5547 true vfat 299778048 96681984

~ # esxcli storage nmp

Usage: esxcli storage nmp {cmd} [cmd options]

Available Namespaces:

psp Operations pertaining to the Path Selection Policy Plugins for the
VMware Native Multipath Plugin.

satp Operations pertaining to the Storage Array Type Plugins for the VMware
Native Multipath Plugin.

device Operations pertaining to the devices currently claimed by the VMware

Native Multipath Plugin.



path Operations pertaining to the paths currently claimed by the VMware

Native Multipath Plugin.

~ # esxcli storage nmp device

Usage: esxcli storage nmp device {cmd} [cmd options]

Available Commands:
list List the devices currently controlled by the VMware NMP Multipath
Plugin and show the SATP and PSP information associated with that
device.
set Allow setting of the Path Selection Policy (PSP) for the given device

to one of the loaded policies on the system.

List the devices currently controlled by the VMware NMP Multipath Plugin and show the SATP and
PSP information associated with that device :

~ # esxcli storage nmp device list

t10.ATA VBO250EAVER Z3TDY30B

Device Display Name: Local ATA Disk
(t10.ATA VBO250EAVER Z3TDY30B )
Storage Array Type: VMW _SATP_LOCAL

Storage Array Type Device Config: SATP VMW SATP LOCAL does not support device
configuration.

Path Selection Policy: VMW PSP FIXED

Path Selection Policy Device Config: {preferred=vmhba0:C0:T0O:L0O;current=vmhba0:CO:TO:LO}

Path Selection Policy Device Custom Config:

Working Paths: vmhba0:C0:T0:LO

Is Local SAS Device: false

Is USB: false

Is Boot USB Device: false

t10.ATA WDC WD1600AAJS2DOOL7A0 WD2DWCAV36165769

Device Display Name: Local ATA Disk
(t10.ATA WDC WD1600AAJS2DOOL7A0 WD2DWCAV36165769)
Storage Array Type: VMW _SATP_LOCAL

Storage Array Type Device Config: SATP VMW SATP LOCAL does not support device
configuration.

Path Selection Policy: VMW PSP_FIXED

Path Selection Policy Device Config: {preferred=vmhba32:C0:T0:L0O;current=vmhba32:C0:TO:LO}

Path Selection Policy Device Custom Config:

Working Paths: vmhba32:C0:T0O:LO



Is Local SAS Device: false
Is USB: false
Is Boot USB Device: false



vSphere 3amMeHa ucrtekuLiero
cepTnpukaTa

vSphere 3amMeHa nctekLwlero
ceptTudunkaTa vCenter Appliance
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HepaBHO Hal 3aKa34yuk npuwien ¢ npobnemor norepm ynpassieHUA BUPTyasIM3MpoOBaHHOMN
MHPPACTPYKTYPOMN.
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Mpwn nonbITKe aBTOPU3aLUN B KOHCOJb VSphere
An error occurred during authentication

Please configure certool.cfg file with proper values before proceeding to next step.

Press Enter key to skip optional parameters or use Default value.

Enter proper value for 'Country' [Default value : US] : (Note: Value for Country should be
only 2 letters)

Enter proper value for 'Name' [Default value : CA]

Enter proper value for 'Organization' [Default value : VMwarel]

Enter proper value for 'OrgUnit' [Default value : VMware Engineering]

Enter proper value for 'State' [Default value : California]

Enter proper value for 'Locality' [Default value : Palo Alto]

Enter proper value for 'IPAddress' [optional]

Enter proper value for 'Email' [Default value : email@acme.com]

Enter proper value for 'Hostname' [Enter valid Fully Qualified Domain Name(FQDN), For Example
: example.domain.com]

Enter proper value for VMCA 'Name':
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Owwnbky cnepyeT AMArHOCTMPOBATb MPOCMOTPOM CepTUdUKaTa - KOTOPbIN UCTEK (BUAHO 13
bpaysepa).

Mpun nonbiTke BXxoaa B vCenter koHcosb (Appliance Management) nna npocMoTpa COCTOAHUS
cepBuUCoB

Exception in invoking authentication handler

[SSL.CERTIFICATE VERIFY FAILED] certificate verify failed ( ssl.c:719)

I'Ipo6neMa B TOM, 4TO MNMpn Nctekwem CepTI/ICbI/IKaTe He NnonacTb B KOHCOJIb YIMNpaB/1EHNA TaK KaK HE

MOXXeET ayTeHTI/Id)I/ILI,VIDOBaTb, raoe no npoueagype MOXHO 3aMEHUTb cepTqu:leaT n3 web- KoHcoW.
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MpuUYrHY NOATBEPAMM NPOCMOTPOM Tpenca oWmnbKun:

javax.net.ssl.SSLHandshakeException:
com.vmware.vim.vmomi.client.exception.VlsiCertificateException:

Server certificate chain is not trusted and thumbprint verification is not configured

Owwnbkun Npu ncTekwem ceptTudukate byayT Buaa

YTo Takana-To cnyxba He MOXXeT CoOeANHUTLCA (TakK Kak He yCTaHaBJIMBaeTCA 3aluuLLeHHoe
coepuHeHue c vCenter Appliance 13-3a HeBaIMAHOIrO cepTUdUKaTa)

Authentication failed, Update Manager server could not be contacted.

An unexpected error has occurred.

B ToM 4yncne He bypeT paboTaTtb u cnyxba AyteHTtudukauum vSphere, a 310, camun
MOHMUMAETEe, «MPUBET» YMPaABAEHNIO MHDPACTPYKTYPOM 1 paboTe ciyxb vSphere.



YTo nenatb?

Hy>XHO 3aMeHUTb uctekwmunm ceptudukaT B vCenter Appliance. Ho eCTb HblOAHCHI.

Mpwu oTCyTCTBUM foOCTyna B web-kKoHconb vCenter Appliance Management

Exception in invoking authentication handler

[SSL.CERTIFICATE VERIFY FAILED] certificate verify failed ( _ssl.c:719)

OcTaeTcs 4OCTYMN Yepe3 KOMMaHAHY CTPOKY B BUPTYasibHYIO MaLUUHY.

B cuTyauum c nctekwmm cepTuduKkaTom paboTocrnocobHOCTb 3anyLeHHbIX BUPTYasibHbIX MaLUWH
He 3aTPOHYTa, U MOXXHO 3alTN Ha y3/bl runepemsopa ESXi n BpeMeHHO noynpaBnsiTb BPYYHYHO
3aMyCKOM U BbIK/IIOYEHNEM BUPTYasIbHbIX MaLLUUH.

CobcTBEHHO 3TOT NyTh (Yepe3 nogknovyeHua K ESXi) c BbI30BOM KOHCOM MawunHbl ¢ vCenter
Appliance n notpebyeTcs npoaenaTh ANA 3aMeHbl UCTEKLWero cepTudurkaTa, eciv Ha MallnHe
Bblk/toyeH SSH B Lenax 6e3onacHoCcTuK.

HOo roe nexnt cepTtudpunkaT
N KaK ero npaBuibHO
3aMeHNTbL?

Oka3blBaeTcs, 4TO ANd reHepaunn ceptudurkaTta vCenter Server Appliance nmeeTt yTnnnty
Certificate Manager.

Ona Havana nogkn4ymTech K vCenter 4yepes ssh nnm 4yepes KOHCOIb BUPTYaSIbHON MALLUUHbI C
vCenter 4yepes runepsusop ESXi roe oHa yHKLUMOHMPYET.

Ecnn y Bac MHOro xoCcToB B MH(PACTPYKTYpPE, BO3MOXXHO NPUAETCS NOUCKATb NoC/e0oBaTeNIbHO
NOAKJIIOYASCb Ha KaXKAbllA MOKa He OTbILLNTE CBOW 3anyLleHHbIn vCenter.



. 3anyctuTte /usr/lib/vmware-
vmca/bin/certificate-manager

. Ecnhmn Bam npmnemnem Self-Signed
Certificate n Hy>XHO b6bICTPO
BOCCTAHOBUTb AOCTYIM

1.

v

Boibnpnte nyHKT 4 Regenerate a new VMCA Root Certificate and replace
all certificates v BBegnTe naponb ona administrator@vsphere.local

Janee nocnepoBaTesibHO 3aMoJIHATE MNOJIA C y4eToM Toro, 4y1o Name,
Hostname n VMCA posnXxHbl cooTBeTCcTBOBaTh Primary Network
Identifier PNID .

3HayeHue PNID MO)XHO nocMOTpeTb BbIMOAHUB /usr/lib/vmware-
vmafd/bin/vmafd-cli get-pnid --server-name localhost

Haxxmute Y (Yes) 418 npoaosiKeHuns.
B cnyyae HeakTyanbHOro ceptudukaTa B Beb-koHconm vCenter
nepesarpysute vCenter.

.. ECnn Bbl XOoTuUTE BanngHbIN

cepTudurkKaT NosydYeHHbIN 4Yepes
LLEHTP cepTUurnKaumnm

1.

2.

B meHio BbibepuTe nyHKT 1. Replace Machine SSL certificate with Custom
Certificate v BBeguTe naposab gng administrator@vsphere.local

YKaxxute gupektopuio, rae 6yayT nomelleHbl 3anpochl Ha BbIMYCK,

Hanpumep /tmp/ssl/

. [lanee nocnepoBaTesibHO 3aMnoJIHATE MnoJsia C y4eToM Toro, 4To Name,

Hostname u VMCA pos>KHbl cooTBeTcTBOBaTh Primary Network
Identifier PNID .

3Ha4veHune PNID MOXXHO MOCMOTpeEThb BbIMOSHMB /ust/lib/vmware-
vmafd/bin/vmafd-cli get-pnid --server-name localhost



5. Country : Two uppercase letters only (Eg. US), the country where your
company is located.
Name : FQDN of the vCenter Server(This will be your Certificate
Subject Alternate Name)

Organization : Company Name

OrgUnit : The name of your department within the organization.
Example: "IT"

State : The state/province where your company is located

Locality : The city where your company is located.

IPAddress : IP Address of vCenter Server, this field is Optional

Email : Email Address

Hostname : FQDN of vCenter Server(This field accepts multiple entries

separated by comma.

6. ®ann /tmp/ssl/vmca_issued_csr.csr nepefaem B LEeHTP cepTudmKaunum ons
BblNyCcKa SSL cepTudmnkaTa.

7. MNMomMelaeM BbINMYLEHHbIN CEPTURMKAT Ha CUCTEMY, Hanpumep, B /tmp/ssl/ B
OTAeJIbHOMN ceccumn

8. MNponoonmxkaem nmnopTt

Provide a valid custom certificate for Machine SSL.

File : /tmp/ssl/machine name ssl.cer

Provide a valid custom key for Machine SSL.

File : /tmp/ssl/machine name_ssl.key

Provide the signing certificate of the Machine SSL certificate.

File : /tmp/ssl/Root64.cer

9. Haxxmunte Y (Yes) ona npoJoiKeHus.
10. B cnyyae HeakTyanbHOro ceptugukaTta B Beb-koHconm vCenter
nepesarpysute vCenter.



